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Impacting communities

If you drove to work, used a computer, drank a 
glass of water or coffee, ate a cranberry,  
changed a diaper, ate a bowl of ice cream, 
bought composite wood, used something 
made of plastic, received a covid 19 vaccine, 
used perfume, drank cola, applied makeup, 
seen a solar panel, visited a hospital, flushed a 
toilet, ate a chocolate bar, turned a light switch 
on, or used a 5G phone then you, your 
families, & communities have benefitted from 
an AutomaTech Solution.
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Workshop Objectives

 Learn – Ask Questions, Interact, 
have fun!

 Security – OT Best Practices
• Why you should care, what actions 

can you take
 Proficy 2023 – What is new

• Why you should care, what actions 
can you take

• Ops Hub & Config Hub
 Network with peers
 Learn about architecture references
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Workshop Agenda
• Workshop Objectives 
• Automation Trends

• OT Security Trends & Platforms
• Client Technologies
• Disaster Recovery & Virtualization Technologies
• Alarming – ISA 18.2

• Proficy 2023 – What’s New
• Hands-on Workshop
• Technical Focus:

• AI & Analytics
• Redundancy
• OT Security

You will see:
• On selective slides:

• Best Practices while working 
with customers over last 25+ 
years.

• In short, pay attention when 
you see help-full tips!
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About AutomaTech
• Overview – AutomaTech
• Technical Support – AutomaTech

https://automatech.com/overview/
https://automatech.com/technical-support/


April 2023

OT Automation Trends

Operational Technology
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Automation Trends: Top 5

https://www.forbes.com/sites/bernardmarr/2023/03/29/the-top-5-manufacturing-trends-in-
2023/?sh=2e3ad43e5875

WORKFORCE CHALLENGES -
INVESTING IN SKILLS TO TACKLE 

WORKFORCE CHALLENGES

AI, AUTOMATION, DIGITAL 
TWINS, AND THE INTERNET OF 

THINGS

ONGOING SUPPLY CHAIN 
DISRUPTION (CYBER)

NET ZERO, ESG, AND 
SUSTAINABILITY IN 
MANUFACTURING

DECENTRALIZED 
MANUFACTURING

https://www.forbes.com/sites/bernardmarr/2023/03/29/the-top-5-manufacturing-trends-in-2023/?sh=2e3ad43e5875
https://www.forbes.com/sites/bernardmarr/2023/03/29/the-top-5-manufacturing-trends-in-2023/?sh=2e3ad43e5875
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Poll #1 – Which trend are you 
addressing the most?  

1. Workforce Challenges
2. AI, Automation, digital twins, IoT
3. Ongoing supply chain disruption (including Cyber)
4. Net zero, ESG, and Sustainability in manufacturing
5. Decentralized Manufacturing



OT Cyber Security Trends
What and why you should care?.............



Costs of  Cybercrime
• Cybercrime up 600% due to COVID-19 Pandemic

• It is estimated that, worldwide, cybercrimes will cost $10.5 
trillion annually by 2025.

• The global annual cost of cybercrime is estimated to be $6 
trillion per year.

• Cybercrime cost makes up a value worth 1% of the Global 
GDP.

• On average, a malware attack costs a company over $2.5 
million (including the time needed to resolve the attack).

• Ransomware is 57x more destructive in 2021 than it was in 
2015. In 2022 this cost was ~$4.24M per incident.

• There are 30 million SMB in the USA and over 66% of all 
SMB’s had at least 1 incident between 2018-2020.

• The average cost of a data breach to small business can 
range from $120,000 to $1.24 million.

• The average cost was $1.07 million higher in breaches 
where remote work was a factor in causing the breach.

• Security Driven AI had best cost mitigation, saving up to 
$3.81 million (80% cost difference).

According to Cybersecurity Ventures, global ransomware 
damages amounted to $20 billion in 2021 and are 
expected to reach 265 billion by 2031. In 2021 it was 
predicted that a ransomware attack occurred every 11 
seconds and by 2031, ransomware will attack a business, 
device, or consumer every 2 seconds!

are you prepared?  it’s only going to get worse…faster!



Source: Cost of OT Cyber Security Incidents – Nozomi Networks

OT Cyber Security Incidents

93.28% of detected 
ransomware files are 

Windows-based 
executables. The next most 

common file type is 
Android, at 2.09%.

https://www.nozominetworks.com/solutions/topic/cost-of-ot-cyber-security-incidents/


Notable Cyber Events:  
Jul-Jan (22/23)

are you prepared?  it’s only going to get worse…faster!



How it 
Started!

Action:  watch Zero Days movie - Siemens PCS7 PLC system attack

Zero Days (2016) - IMDb

https://www.imdb.com/title/tt5446858/


CISA: Take Action

https://www.cisa.gov/shields-up

https://www.cisa.gov/shields-up


Identify Protect RecoverDetect Respond

1 2 3 4 5

Cyber Security Framework

• Have a cyber plan &
roadmap.  Use self-
assessment tools.

• Have a Network 
Diagram

• Be organized, know 
where your devices 
are located

• Use contemporary 
firewalls, managed 
switches, use Linux 
based solutions

• Segment your OT from 
your IT networks. 

• Use and adopt MFA on 
all systems.

• Use virtual machines 
wherever possible  

• Install an OT Cyber 
threat detection 
system 

• Your OT Cyber 
detection systems 
should work-with your  
DMZs and firewalls

• Develop a robust process 
& response plan

• Have organized plan to 
shut-down systems

• Twice annually, validate 
your back/restore (DR) 
process. 

• Have quick process to 
disconnect and isolate OT 
network & compute 
platforms.

• Have a plan to restore 
your OT systems in a 
defined stat-up 
sequence

• Validate you are re-
loading latest versions 
of your configurations 
files for VFDs, PLCs, 
SCADA & other OT 
systems.

expert resources
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Identify…………roadmap

• What are choices and 
why should you care?

Linux based devices are more secure!



Self  Assessment
Tools to aide you….we can help

Co-Dependency:  OT Systems and OT Security

Actions:  call AutomaTech to aide in your self-assessment process
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MB TCP to RTU for VFD

VFD

Power
Meter

Meter Serial Data to Ethernet

Remote IO

VFDs

Ethernet IP to Mb RTU

EIP Remote IO

Panel PC

Panel PC



Use Cases & Architectures



Device Security…..Protecting SCADA & OT

• What are the choices and 
why should you care?

Linux based devices are more secure!
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Device / End Point Security 
Secure Routers:
• Integrated cybersecurity solutions, combining firewall, 

VPN, router, and switching functions.
• Provide secure remote access.

Secure Switches:
• Provide complete visibility and control of users and 

devices on the network.
• Centralized security and access management.
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NextGen Firewall Security for OT Networks

What is it?
A next-generation firewall (NGFW) builds upon a traditional 
firewall to block modern threats such as advanced malware 
and application-layer attacks.

Why should I care?
• Secures web, content, and devices and protects networks 

from ransomware and sophisticated cyberattacks.
• Provides full visibility into users, devices, and applications 

across the attack surface.
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Client Technologies
1. Thick
2. Thin
3. Zero

• What are choices and 
why should you care?



Client Type Comparisons
Client Type Advantages Disadvantages Industry Leaders

Thick • Run in stand-alone environment
• Multiple points of failure
• Fast
• Est. Price: $1500-$3000

• For X Number of Clients...
• Install the OS and Software
• Install individual Licenses
• Windows updates

• Complex Disaster Recovery Plan –
hours or days to recover

• GE Rich SCADA Clients
• Arista IPCs
• Proface / Xycom IPCs
• Dell
• Lenovo

Thin • Easy to deploy and maintain
• Very cost effective for multiple 

clients
• Supports Microsoft and Citrix
• Est. Price: $800-$2400

• Single point of failure without a 
backup RDS Server

• Requires Microsoft RDS licenses and 
installation.

• Slightly more complex software 
configuration.

• Requires an OS on the client.

• GE – Software (Ops Hub)
• Arista
• AdvanTech
• TenZig
• Onlogic

Zero • Easy to deploy and maintain
• No Operating system to maintain 

on the client
• Very cost effective for 

multiple clients
• Est. Price: $400-$2400

• Single point of failure without 
a backup RDS Server

• Requires Microsoft RDS licenses 
and installation.

• Slightly more complex 
software configuration.

• Thin Manager
• Arista
• AdvanTech
• TenZig
• Onlogic

choose client technology based on you environment…….not sure we can help!

https://www.aristaipc.com/product.php?lang=en&tb=1&cid=68
https://www.advantech.com/en/products/industrial-thin-client/sub_2f7a6598-a2be-40d6-b615-adb84b164442
https://www.10zig.com/thin_clients
https://www.onlogic.com/computers/thinmanager-thin-clients/
https://www.aristaipc.com/product.php?lang=en&tb=1&cid=68
https://www.advantech.com/en/products/industrial-thin-client/sub_2f7a6598-a2be-40d6-b615-adb84b164442
https://www.10zig.com/thin_clients
https://www.onlogic.com/computers/thinmanager-thin-clients/


High Availability & Fault Tolerant:  
Compute Platforms

• What and why you should care?

Rugged & reliable, fan-less, IP-40 rated

Why Care:  eliminate unplanned downtime from compute platforms



Stratus & Proficy 2023:  Edge to Enterprise

Regional / Corporate

Data Center

Factory Floor

ftServer - Process 1

ftServer - Command
Center

everRun on
existing
3rdparty server

ftServer - Process 2
SCADA (pair)
RDS Server
Historian
IGS

Historian CollectorHistorian CollectorPLC Software iFix SCADA

SCADA (pair)
RDS Server
Historian
IGS

Roll Up Historian
Ops Hub
MES
CMMS

PLC PLC PLC PLC PLC

Other SCADA

PLC

Drive Software

Why Care:  it’s the easy & secure button!
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Virtualization & Disaster Recovery
• What and why you should care?
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Virtualization 101

Virtualization:  reduce costs by running more 
than one app on a server. Allows you to organize 
your applications for many people to use / 
share. Reduces security footprint and allows 
faster recovery time.

Why you should care?  If you are attacked and 
you must restore, if you are running VM’s, you 
can restore quickly.

Best Practices:
• Have a documented plan….it’s a journey
• Organize all your files & systems
• Use some type of VM application software  

like VMware or Hyper V from MS.

• What is a Virtual Machine:
• 99 Series:  VM Basics - 3 minutes
• 101 Series:  VM Intermediate - 12 minutes

https://www.youtube.com/watch?v=yIVXjl4SwVo
https://www.ibm.com/cloud/blog/containers-vs-vms
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Disaster Recovery

DR Includes: People, Process, & Technologies 
and it is part of your security process

Why should you care? If you are attacked and 
you must restore, do you know where your files 
are? How long will it take to find and restore 
them? When people retire, are you prepared?

Best Practices:
• Have a documented plan….it’s a journey
• Audit Trails, Version Management, Auto 

Backups, Archiving.
• Organize all your files & systems
• Use systems like Octoplant (Auvesy-MDT) to 

aide in backup / restore processes
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Alarming
• What and why you should care?
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Alarming 101:  ISA 18.2 Overview

Alarm Management Lifecycle ISA 18.2

PT

What is it? The safety standard was released in 2009, 
and became the industry standard for ‘good 
engineering practice’ for alarm management.

AlarmWatch aggregates GE Proficy iFIX and Historian 
alarm and event data, analyzes the alarm data against 
ISA 18.2 recommended best practice standards and 
displays the alarm performance summary.

Why should you care?
• Get’s rid of clutter
• Allows you to focus on what’s important
• Helps improve process industries safety, quality 

and productivity
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AfterBefore

After

Using AlarmWatch
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OT Communications Trends

• What are these 
technologies?

• Why should I care?



OPC UA + MQTT: Combined Architecture

• OPC UA – is the next generation standard of 
OPC.  More functionality.

• OPC UA leverages MQTT with PubSub
functionalities

• All major cloud suppliers support PubSub

• You will be using MQTT and OPC in your 
architectures

• Pubsub architecture is extremely scalable

• MQTT enabled wireless sensors enable lower 
cost, faster implementation with connections 
to edge devices and the MQTT broker

• New MQTT enabled devices can be leveraged 
alongside legacy OPC devices

Why Care:  OPC UA & MQTT are part of your future architecture
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• Today’s OT Systems Need IT Security Capabilities (fortinet.com) – ATI Website
• Cybersecurity Resources for Manufacturers | NIST
• US Govermet Security:  https://www.cisa.gov/shields-up
• Gartner Whitepaper on OT Security – ATI Website
• Cyber Roadmap Brochure:  ATI Website

• Cyber Security for OT - AutomaTech
• Self Assessment Tools from AutomaTech – contact AutomaTech

• SCADA
• Cyber and Networking

• Thick, Thin, & Zero Clients:  
• (90) TechNet Cyber 2021 ▶ Thick - Thin - Zero Clients – YouTube
• 10ZiG | About Us | Virtual Desktop Solutions

Resource & Links:

https://www.fortinet.com/resources-campaign/secure-ot/today-s-ot-systems-need-it-security-capabilities
https://www.nist.gov/mep/cybersecurity-resources-manufacturers
https://www.cisa.gov/shields-up
https://automatech.com/cyber-security/
https://www.youtube.com/watch?v=wq6QdTsZrwM
https://www.10zig.com/about


Proficy 2023 Update
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Proficy 2023 – Unified Portfolio Launch (3rd Edition)
Continued significant investment and innovation

Combined releases  |  Validated Interoperability  |  Major Enhancements to ALL Products

• iFIX 2023
• CIMPLICITY 2023
• Proficy Historian 2023
• Proficy Historian for Cloud 2023
• Proficy Plant Applications 2023
• Proficy Smart Factory – Cloud OEE
• Proficy Operations Hub 2023
• Proficy Orchestration Hub 2023
• Proficy Manufacturing Data Cloud 2023
• Proficy CSense 2023

• 3rd annual portfolio release
• Continued alignment of an integrated suite

• Common configuration look and feel
• Single user management solution
• Single visualization/interaction platform

• Accelerated move to the cloud

Proficy 2023 update 37© GE Digital 2023



GE Digital’s Proficy Portfolio
From Plant floor to ERP

© GE Digital 2023 38Proficy 2023 update

Proficy Orchestration 
Hub
Organize, Synchronize, and 
Analyze Process Manufacturing 
Data Across the Enterprise

Level 3
Manufacturing
Operations
Management

Level 2,1,0
Industrial
Automation

Level 4
Enterprise / Business
Operations

Plant connectivity – IIoT : Industrial Gateway Server 

Proficy Plant Applications
• Efficiency Management
• Quality management
• Production Management (serialized & non-

serialized
• Batch & Process Analysis

iFIX & CIMPLICITY 
HMI/SCADA

Proficy
Batch

Execution

CIMPLICITY Tracker
Proficy Historian

Plant data repository -
collects, archives & 
distributes large 
volumes of R/T data at 
incredible
speed 

Interactive Work 
Process Management 

Proficy WorkflowProficy CSense

Analytics made easy for 
the Engineers

Proficy
Operations Hub

Finite capacity 
production  
scheduling

Scheduler

Cross site visibility. 
Information anywhere, 
anytime
Empower users, from 
operators
to managers

Proficy Historian for Cloud
Enterprise Scale OT Data Management

Proficy Operations Analytics
Enterprise Scale Predictive Analytics for OEE optimization

Proficy MDC
Enterprise-Wide Operational Data Warehousing, Reporting, Analytics

Smart Factory – OEE or Full MES
SaaS Cloud MES Delivering Fast Time to Value

Proficy Orchestration Hub – Manufacturing Product Data Management



Strategic Theme

 Connected Worker • Single experience for processing and interacting with Operations
Native HTML5 HMI

 Centralized Configuration & 
Management

• Common Model, Common Security – SCADA, Historian, Visualization
• Project Encapsulation and Central Deployment
• Project Component Deployment

 Flexible Deployment
• Geo separated Failover capability, including Cloud Backup
• MQTT to OPC UA Bridge normalizes OT data connectivity

to Level 2, 3, 4 systems

Key Areas of Focus with Automation Solution 2023

39© GE Digital 2023Proficy 2023 update



Enabling the Connected Worker
& Connected Operations

40



Single experience of processing and interacting with Operations
Accessing the information I need when I need it

Sustainability Metrics?

Quality data?

Line efficiency?
Machine Health?

• Common context 
driven by Model

• Single designer for all 
Operational 
applications

• Total Operations view

• Persona based 
interaction and 
access

41Proficy 2023 update



Proficy Operations Hub

• Accessibility to information - access your 
data any time, anywhere

• Enable creation of high-performance displays 

• Centrally manage visualization layer across 
your enterprise

• Get additional value out of existing 
investment in GE Proficy products 

• Proficy Operations Hub built leveraging 
domain expertise from Proficy products

Proficy Operations Hub
Designer (Development Environment)

OPC UA MQTT REST SQL

Web Apps

Manufacturing  Operations Management
Proficy Plant Applications
Proficy MDC
Proficy Workflow

SQL DBs
CMMS, ERP Systems
Other Systems

Proficy Batch Execution
Proficy Tracker
Proficy Historian

Industrial Automation
iFIX/CIMPLICITY

Industrial Applications –
Out of the box or build your own!

• Monitor & Control
• Dashboards & KPIs
• Analysis
• Reporting
• Digital Andon

42

A centralized environment to rapidly build industrial applications & design operations interfaces
enabling plant operations, analysis, and decision making for plant personnel across the enterprise

Proficy 2023 update © GE Digital 2023
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Single designer
for all operational applications



What’s new in Proficy 2023
Operations Hub

44



Enabling Advanced Trend Analysis via Proficy Operations Hub



Native HTML5 HMI

SVG* Graphics Editor
Draw custom graphics or bring your SVG 
and animate

OOTB Graphics
Accelerate screen development with our 
selection of out of the box graphics, 
including gauges, pumps, tanks, valves, 
etc.

Canvas &  Flex Layouts
Create screens which scale proportionally, 
or design more sophisticated responsive 
behaviors

New Designer Experience
Perform most screen building activities 
from Configuration Hub

Proficy 2023 update

*Scalable Vector Graphic

46



Creating and Animating Custom Graphics

• Scalable Vector Graphic (SVG) based –
Resolution independent format, scale up to 
any size without losing image quality

• Create graphic directly in Operations Hub 
graphics editor, or import SVG from your 
favorite graphics editing program

• Add common animations such as fill, color, 
visibility, etc.

Start from scratch or use one of our out-of-the-box graphics to 
accelerate development!
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Creating Custom Graphics & Defining Animations



Using Custom Graphics in Screen Building



Coordinate Layout

Freeform layout experience expected by 
many HMI customers (iFIX, CIMPLICITY) 
as well as Proficy Portal customers.
• Drag and drop for exact positioning
• Ability to resize, rotate, etc. directly 

on the page
• Standard positioning tools such as 

align, distribute, center, etc. 

Proficy 2023 update 50



Coordinate Layout – Full Page



Flex Layout

Powerful responsive layout which 
automatically manage spacing of 
elements based on weight, resize 
behavior

Proficy 2023 update © GE Digital 2023 52



Flex Layout – Vertical and Horizontal



Enterprise-wide scale –
Centralized Management & 
Flexible Deployment

55

Do more, do it faster, & do it easier!



Visualization Security

Overall Centralized Configuration, Management  & Deployment Vision
Project Encapsulation & Component Deployment

SCADA 1 SCADA 2 SCADA 3 Proficy Historian 1 Proficy Historian 2

Deploy / Update
Backup / Restore

Substitute

SSO

56

Centralized Management
Configuration Hub

Proficy 2023 update © GE Digital 2023



Common Model
One place to configure & manage for SCADA, Historian, Visualization

Use Templates and Substitutions to 
automatically and uniquely create 
Object Instances

MODEL 
TEMPLATES

Graphical Elements

Tag Structure

Data Links

Historian

Instance

Alarming

Faster 
Deployment

57Proficy 2023 update © GE Digital 2023
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Central Security Configuration & Single Sign On - Configuration Hub
Proficy Authentication (UAA) (iFIX 2022)

Simplify authentication management and improved security
• SSO* across SCADA, Proficy Historian and Proficy Operations Hub
• Multi-factor Authentication (Enhanced Security)
• Nested AD group support
• Lightweight Directory Access

Protocol (LDAP) Support

*SSO: Single-Sign-On

Proficy 2023 update © GE Digital 2023



Proficy Installer

Integrates all the components needed or related to 
iFIX operations into one installer saving you time 
not having to download & install multiple installers 
and reboot multiple times.

What used to take 1 –3 hours
now takes 15 minutes after downloading!
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What’s new in Proficy 2023 for 
Centralized Management

60



New Designer Experience
Single place to configure and manage – HMI/SCADA, Proficy Historian

Proficy 2023 update

Configure your Proficy products all 
together in one place, with access 
from anywhere. 

Manage multiple Proficy products 
centrally from within Configuration Hub: 

• Proficy Operations Hub

• SCADA

• Proficy Historian

Common authentication across the 
portfolio – Manage your users and 
permissions in one place

Create your model in iFIX or Historian, 
and publish directly to Operations Hub for 
visualization

© GE Digital 2023 61



New Designer – Single Place for Configuration 



New Designer – Screen Builder



Centralized Project Configuration Overview
Proficy 2023

Configuration Hub gives you:

•The ability to Centrally manage project Settings

•Essential iFIX Project Configuration capability through any browser

Configuration Hub

• Centralized Project Component Deployment

• Centralized Project SCU Settings

Proficy 2023 update © GE Digital 2023 64



Centralized Project Configuration Overview
iFIX 2023

Proficy 2023 update 65



Centralized Project Deployment Overview
iFIX 2023

Configuration Hub gives you:

•The ability to Centrally manage and Deploy project Screens & Settings

•The ability to push Screens, Tag Groups, Color Tables, Recipes etc. to more 
than one iFIX node

Configuration Hub

• Centralized Project Component Deployment

• Centralized Project SCU Settings

Proficy 2023 update © GE Digital 2023 66



Centralized Project Configuration & Deployment Overview
iFIX 2023

© GE Digital 2023 67



Centralized Project Configuration & Deployment Overview
iFIX 2023

•Ability to update as many nodes as desired at ONE Time from ONE place

No more manually transfer of:

•settings to multiple nodes

•screens to multiple nodes

Deploy goes to an unpublished state on new node,
must publish to Runtime manually

Configuration Hub

• Centralized Project Component Deployment

• Centralized Project SCU Settings

Proficy 2023 update © GE Digital 2023 68



Historian Key Update Summary



Historian Administration
Not just modernize, Redesign to simplify administrative task effort

Tag Configuration Example
Tag selection made easy
• Perform advance search for tags
• Flat tag view
• Model hierarchical tag view
• Select multiple/all tags at once
• Select read or write operation

Robust query builder
• Select any sample modes & direction
• Select any query modifier
• Add filter conditions

Better visualization
• View the selected tags & query modifiers
• View the results in Trend or Table
• Export the data
• Print the trend
• Easily modify the tag selection or query

Proficy 2023 update © GE Digital 2023 70



What’s new in Proficy 2023 for 
Flexible deployment

71Proficy 2023 update



Enhanced Backup & Restore Utility
iFIX 2023

Ability to create a backup (FBK File) from a node on an older iFIX Version and restore to an updated node 
on iFIX 2023

iFIX 6.0

iFIX 2023

Proficy 2023 update © GE Digital 2023 72



iFIX 2023 Webinar

Failover Enhancements for increased Reliability & Compliance
iFIX 2023

TCP Protocol for enhanced SCADA pair synchronization
• Eliminates need for dedicated cable between SCADA pair

• SCADA pair can be geographically separated

• Step toward cloud readiness for SCADA failover

Simplified architecture, increased reliability & reduced maintenance

TCP Redundancy with compression results 
in  90% data sync improvement

iClient iClient iClient

Primary SCADA 
Server (Active)

Secondary SCADA 
Server (Active)

PLC PLC PLC

PLC Network

LAN

Improve database synchronization performance
• Packet Compression to decrease time taken to synchronize the 

database between SCADAs.  

• In house tests of 65K tag database sync shows decrease in time from 
~90 seconds to ~3 seconds
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Multi-Site Failover Parquet Export Service

Utilities and other critical infrastructure applications 
require data redundancy across data centers.  
Historian 2022 simplifies the deployment of these 
complex systems.

Cloud Based Service extracts data from Historian for 
Cloud or on-prem Historians
Fully configurable:  what data at what frequency
Enables simple:
• OT data ingestion into the customer’s data lake
• OT data access from BI tools
• Cloud based analytics can directly run against 

Parquet files without further processing

Enabling Utility Grade Failover Scenarios and 
Enterprise Scale OT/IT Integration

Support for failover between 
geographically distributed data centers

Proficy 2023 update © GE Digital 2023 74



Proficy Historian for Cloud
Unique, true operational historian, architected for the cloud,
available on AWS and Azure

• Cloud native historian providing same APIs as on-prem version, zero integration effort

• Simple to predict consumption pricing & fixed fee term license pricing

• 100’s of protocols, encrypted data to the cloud, data governance

• Deployed and managed through Kubernetes, autoscaling, zero downtime upgrades

• Multi-pod and multi-geographic zone data replication 

• Scheduled export to Parquet, simple data lake, BI, and analytic integration

• Legacy Data Migration from on-prem to Cloud

Proficy 
Historian

HMI/SCADA

DCS MES

OSI PI

ODBC

Smart Sensors

SCADA

Cloud 

Plant Systems

Proficy Historian

OPC-DA, HDA, UA, 
MQTT

ODBC
Proficy Historian

OSI-PI
100’s of OT protocols
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Proficy MQTT Bridge

What is MQTT?

Benefits of 
MQTT

When should 
you use MQTT?

• Message Queuing Telemetry Transport.
• Lightweight, low bandwidth and low overhead open messaging protocol
• Leverages publish/subscribe communications

• Efficient data transmission with low network usage, low network bandwidth
• Fast, efficient, and reliable message delivery with QoS
• Can transport any type of data in the payload carried by the packet
• TLS/SSL based security
• Ideal for low power devices

• Cloud based applications receiving data from on premise applications or 
smart sensors

• Low bandwidth or unpredictable communications
• Normalizing communications from OT to IT, IT to Cloud, and OT to Cloud
• IOT applications – on premise or in the cloud
• Remote Monitoring applications

MQTT 
Broker

MQTT 
Broker

Proficy MQTT 
Client/subscriber

Proficy 
MQTT 
Client

SCADA 
Node

Operations Hub

SCADA 
Node

Operations Hub

Temp

33

Temp

33

Temp

33

Temp

33

Temp

33

Temp

33
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MQTT – OPC UA Translator Overview – Proficy 2023

• Translates MQTT data to OPC UA data

• Common solve across automation product portfolio

• Registration, configuration & runtime as a Configuration Hub plug-in

• MQTT v5, v3.1.1 and v3.1 version support

• Sparkplug-B and normal (JSON) payload support

• Dynamic tags creation support

• Supports connections to multiple brokers in parallel

• Packaged with integrated installer – 2023 Release

HIGH LEVEL USER JOURNEY

Download & Install Register Configure Publish Runtime

Publish configuration for SCADA 
consumption

SCADA OPC UA clients establish 
server connection and receive data

Download the application & install 
standalone or along with other 

products

Register with configuration hub as a 
plug-in (multiple instances allowed)

i. Configure MQTT client, brokers, 
topics, tags and security

ii. Configure OPC UA server settings
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iFIX Key Update Summary



iFIX Development Timeline

• OPC UA client driver

• SCADA Web Configurator

• iFIX for IoT option that runs on Windows 
10 IoT Enterprise enabled devices

• Update to the High-Performance 
Dynamos to include Operating Limits

• Auto log-in (single sign-on) for Windows 
Domain Account Users

• Common Historian Server Configuration 
(Aliasing)

• New experts for alarm shelving

• Support for Windows Server 2019

Centralized Management

Configuration Hub

• iFIX & Historian

• iFIX Model

• Database Manager

Concurrent Development

Modeling

Object Orientation

• Asset Model Hierarchy

• Templates

• Workspace Support

Centralized Management Improvements

Configuration Hub

• Substitution & Expression Support

• Simplified Browsing

• Proficy Authentication (Historian, iFIX, 
Ops Hub)

Proficy Installer

Scalability

• 64,000 Tags per type

Operations Hub HMI

• New Web-Based Visualization

Centralized Management Improvements

Configuration Hub

• Full iFIX Project Configuration 
capability in ConfigHub

• Backup/Restore/Deploy Full iFIX 
projects between servers

• Project Component Deployment

Proficy Installer

• Next Gen HMI

Redundancy Improvements

• TCP + Compression

iFIX 6.1
(Q4 2019)

iFIX 6.5
(Q1 2021)

iFIX 2022
(01 2022)

iFIX 2023
(Q1 2023)

Centralized Management
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Strategic Theme Features Benefits

 Connected Worker
• Single experience for processing and interacting with 

Operations
Native HTML5 HMI

• Single context for driving transparency of information 
driving better decision making, efficient actions and 
faster on job training


Centralized 
Configuration & 
Management

• Common Model, Common Security – SCADA, Historian, 
Visualization

• Project Encapsulation and Central Deployment

• Project Component Deployment

• Ease of configuration, deployment and maintenance

 Flexible Deployment

• Geo separated Failover capability, including Cloud 
Backup

• MQTT to OPC UA translator normalize OT data 
connectivity
to Level 3, 4 systems

• System design best suited for customer’s operations

Key Areas of Focus with iFIX 2023
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Custom Graphics Creation and Editing
• SVG Based
• Create graphic directly in Proficy 

Operations Hub, or import SVG from your 
favorite graphics editing program to start 

• Add animations, interactivity

Operations Hub as the native HTML5 HMI for SCADA
Visual Library: What visualizations are available to add to the page?

Screenshot of SVG Editor for illustrative purposes, not to be taken as final design
82Proficy 2023 update



Operations Hub as the native HTML5 HMI for SCADA
Visual Library: What visualizations are available to add to the page?

Screenshot of SVG Editor for illustrative purposes, not to be taken as final design
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Looking Forward

* MES: Manufacturing Execution System 



85

Key Areas of Focus Beyond iFIX 2023

Strategic Theme

 Native HTML5 HMI
• Scripting Support
• Responsive HMI

 Centralized Deployment/License
Management

• Server based licensing
• Deployment of iFIX capabilities centrally including license to run
• Project Versioning/Recovery Service

 Performance / Scalability • Alarm Generation & Distribution Performance
• Scale number of clients, SCADA database size

 Recipe Management • S88 based Recipe configuration
• Recipe Change Management/Versioning
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Strategic Theme

 Connected Worker
Historical Trend Analysis Enhancements (Operations Hub)

• Stacked Y Axes, Histogram, Query By Filter…

 Enterprise Scale Deployments

AWS and Azure Cloud Historian options

Disaster Recovery Site Data Replication/Failover

Grid SCADA Model integration

Parquet file export for enterprise analytics and reporting

 Flexible Deployment & Centralized 
Management

Completely new  HTLM5 Administrator

• Dramatic re-envisioning of Admin tools

Model Integration with Operations Hub & iFIX

• Operations Hub Model built from multiple iFIX and Historian Models

MQTT V5 Support

• Flexible message structure & Sparkplug b support

Common Security

Key Areas of Focus with Proficy Historian 2023 & Historian for Cloud 2023
Reducing time to value for administrators and consumers of historical data
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GE Digital’s Proficy Historian 
The Only On-Prem, Hybrid, and Cloud Native Historian

On premises
• Critical capabilities
• Plant level, real-time or closed 

loop analytics
• Operator Decision Support

CloudOn-premises

Understand what data is needed & where 
to keep it – based on criteria like:
• Regulatory control
• Critical to operations
• Not required / long-term
• etc.

Analytics

Analytics

Enterprise Scale Data Management
• OT to Data Lake integration
• Enterprise-wide analytics & reporting
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Proficy Operations Hub
Key Update Summary



Proficy Operations Hub – Development Timeline

Connectivity
Data

• REST Connector

• SQL Connector

• Model

Visualization

• Trend Analysis

Support for Windows

Proficy Authentication Permissions

Visualization, Ease of Use
Data

• OPC-UA Connector

Visualization

• Mimic Widget

• Alarm Widget

• Batch Widgets

• Trend Card Enhancements

• + Many Stock Widgets

Enhanced Binding Journey

Ease of Use, Historical Analysis
Data

• OPC-UA Write

Visualization

• Trend Card Enhancements

• + Many Stock Widgets

Azure & AWS VM Support

Ease of Use, HMI
Layout Capabilities

• Canvas (New), Flex (New), Grid 2.0

Visualization

• SVG Graphics Editor

• Out of the box graphics

Config Hub Based Designer Experience

• Single place for configuration across 
SCADA, Historian, & Operations Hub

• New and improved user interface for 
ease of use in screen building

2020
1.5, 1.6, 1.7

2023
2023 and beyond

2021
2.0, 2.1

2022
2022, 2022.4, 2022.6
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Questions?
Proficy Portfolio 2023
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• Today’s OT Systems Need IT Security Capabilities (fortinet.com) – ATI Website
• Cybersecurity Resources for Manufacturers | NIST
• US Govermet Security:  https://www.cisa.gov/shields-up
• Gartner Whitepaper on OT Security – ATI Website
• Cyber Roadmap Brochure:  ATI Website

• Cyber Security for OT - AutomaTech
• Self Assessment Tools from AutomaTech – contact AutomaTech

• SCADA
• Cyber and Networking

• Thick, Thin, & Zero Clients:  
• (90) TechNet Cyber 2021 ▶ Thick - Thin - Zero Clients – YouTube
• 10ZiG | About Us | Virtual Desktop Solutions

Resource & Links:

https://www.fortinet.com/resources-campaign/secure-ot/today-s-ot-systems-need-it-security-capabilities
https://www.nist.gov/mep/cybersecurity-resources-manufacturers
https://www.cisa.gov/shields-up
https://automatech.com/cyber-security/
https://www.youtube.com/watch?v=wq6QdTsZrwM
https://www.10zig.com/about


Benefits and Offers (50% Off)

• OT Cyber CTAP  or
• GE SCADA & Historian 

Migration Roadmap
• We & partners come 

onsite and build your 
roadmap:

• Deliverable will be a 
Logical Network Diagram

• GE Training Offer
• Unlimited Online 

Training Modules



Appendix
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Link to this page:  
Workshop Outline 
Summary

onenote:#Workshop%20Outline%20Summary&section-id=%7BF5880C16-F4D3-43A3-B55B-566D18F9CA2B%7D&page-id=%7BF31F7787-3E4D-491C-959A-164C0926BDFC%7D&end&base-path=https://automatech.sharepoint.com/sites/AEs/SiteAssets/SA-AEs%20Notebook/Workshops.one
onenote:#Workshop%20Outline%20Summary&section-id=%7BF5880C16-F4D3-43A3-B55B-566D18F9CA2B%7D&page-id=%7BF31F7787-3E4D-491C-959A-164C0926BDFC%7D&end&base-path=https://automatech.sharepoint.com/sites/AEs/SiteAssets/SA-AEs%20Notebook/Workshops.one


OT Security: Global OT Survey of 500 companies

Best Practices:  OT Security

• Have a roadmap!
• Develop a Network Architecture 

Diagram (current state / future 
state)

• Have Centralized Visibility
• Be measured by vulnerability 

response time
• Deploy Network Access Control
• Report Security Compromises
• Reduce OT Device Vendor – choose 

proven solutions

start
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Creation of  OPC UA (Unified Architecture)

What:  Drivers and connectivity to controllers (PLCs), equipment, and field 
devices (sensors).  Think of OPC drivers as “print drivers” in Windows but for 
SCADA and Data Collection Systems.

OPC UA was created to address the following issues with OPC classic:
• Microsoft moved from COM/DCOM to Service-Oriented Architecture
• OPC vendors needed to implement OPC on non-Microsoft systems
• Users required the ability to securely access OPC servers through firewalls
• OPC vendors wanted a single set of services to expose OPC data models
• Collaborating organizations needed a reliable, efficient way to transport high-level 

structured data

• TIP: If you are buying new drivers make sure they are UA compliant
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Introduction to MQTT

• Lightweight publish/subscribe messaging protocol for 
bi-directional communication

• Originally built for low-bandwidth, high-latency, and 
unreliable networks in the oil and gas industry

• Currently utilized in many applications, including smart 
devices and Facebook Messenger

• Preferred communication protocol to the cloud 

• AWS and Azure IoT solutions leverage MQTT

• Sparkplug specification extends MQTT into the 
industrial environment

• Enables auto discovery of asset tags, state awareness, 
and store and forward capabilities



The Journey –
Where are you?
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