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AutomaTech Application Note - July 2015

Installing Active Directory Domain Services (AD DS), Remote Desktop Services (RDS), GE
Advantage Licensing, and GE Proficy SCADA Thin Clients on Windows Server 2012 R2

SUMMARY

This application note provides a high level overview for deploying Thin Client (Remote Desktop Services)
Proficy HMI/SCADA Clients under Microsoft's Windows Server 2012 R2 Operating System. The following
topics are covered in this application note:

1. Installing and Configuring Active Directory Domain Services (AD DS) on a
Domain Controller Server computer running Windows Server 2012 R2

2. Installing, Configuring, and Licensing Remote Desktop Services (RDS) on a
Remote Desktop Server computer running Windows Server 2012 R2

3. Installing, Configuring, and Activating GE Advantage Licensing on a
Local License Server for use with GE Proficy SCADA Thin Clients

4. Qverview of Installing and Configuring GE Proficy HMI/SCADA iFIX
for use in a Remote Desktop Services Environment

5. Overview of Installing and Configuring GE Proficy HMI/SCADA CIMPLICITY
for use in a Remote Desktop Services Environment
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This application note assumes you have a solid understanding of Microsoft Windows Operating Systems,
Networking, Virtualization, GE Proficy HMI/SCADA products, and that your HMI/SCADA infrastructure has
already been established. A simplified architecture of the computers used in this application note are
depicted below.

Domain Controller Server Remote Desktop Server HMI/SCADA Server
Computer Name PSRV1ZDC Computer Name PERV1ZRDE Computer Name SCADASRY
IP agdress: 192.163.168.26 IP agdres=s 192168.168.27 IP address: 192.163.168.100

BB Windows Server 2012 Bl Windows Server 2012 Bl Windows Server 2012

vmware

The following conditions have been taken into account in the writing of this application note:

e GE Intelligent Platforms & AutomaTech recommend that the Thin Client/Remote Desktop Server
exist on a separate, dedicated Server (physical or virtual) from the HMI/SCADA Server.

e Remote Desktop Services infrastructure requires that all Servers join a Domain under the Windows
Server 2012 R2 Operating System.

e Remote Desktop Services role cannot co-exist with an Active Directory Domain Controller role
under the Windows Server 2012 R2 Operating System.

e Asaresult of the conditions outlined above, this application note will walk through the process to
setup two Windows 2012 R2 Servers: a Domain Controller Server and a Remote Desktop Server
referred to throughout.

e The Windows 2012 R2 Operating Systems Domain Controller Server and Remote Desktop Server
have been preinstalled and setup with a default configuration.
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1. Installing and Configuring Active Directory Domain Services (AD DS) on a Domain
Controller Server computer running Windows Server 2012 R2

In the following steps you will walk through the process to setup the Active Directory Domain Services (AD
DS) Role on the Domain Controller Server computer running Windows Server 2012 R2. In order to setup the
Domain Controller Server you will need to understand the IP schema of the network. It is common to use a
DHCP Server in the network for automatically assigning IP addresses to Client computers. A Domain
Controller must be configured with a Static IP Address, and it is best practice to assign Static IP Addresses

to Servers.

STEP 1: Login to your Domain Controller Server computer as the local Administrator, as pictured below.

Host Name: PSRV1ZDC
IP Address: 192.168.168.26
User Name: Administrator

=R Windows Server 2012 R2
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We Make Plant Information Flow

STEP 2: If you are using a single Domain Controller you will also need to specify the Preferred DNS server IP Address as
the Server's own IP Address, as pictured below. This step is required for the Active Directory Role to successfully install
since the Active Directory service requires a DNS server installed somewhere on the network. If you do not have a
DNS server installed on the network, the installation process will automatically install the DNS role on this machine.

Internet Protocol Version 4 (TCP/IPv4) Properties -

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IF address: 192 . 168 . 168 . 26
Subnet mask: 255,255 .255. 0
Default gateway: 192 . 168 . 168 . 1

Obtain DMS server address automatically
(®) Usg the following DMS server addresses:

Preferred DMS server: 192 . 168 . 168 . 26

|

Alternate DMS server:

[ validate settings upon exit

OK | | Cancel |

STEP 3: You will now be ready to add the Active Directory role. Launch the Server Manager by clicking the icon
pinned to the Task Bar. After a few moments the Dashboard will refresh with a complete list of installed Roles.

= Server Manager

r Manager * Dashboard

WELCOME TO SERVER MAMAGER
B Local Server
HE Al Servers o Confiaure this local server
By File and Storage Services & = I
e us
A B Server S
WHAT'S NEW —
Hide :
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups 1 | Servers total: 1
= File and Storage » -
L/ Services 9 1 b s 1 B Local Server 1 BE Al Servers 1
(®) Manageability (® Manageability (@) Manageability () Manageability
Events Events Events Events
Services Services Services Services
Performance Perfarmance Performance Performance
OPA results BPA results CPA results BPA results
O s “mEa
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STEP 4: Click the Add roles and features link to launch the Add Roles and Features Wizard. Select the Installation
Type as Role-based or feature-based installation and click Next.

Select installation type

[= L=l

Add Roles and Features Wizard

DESTINATION SERVER
PSRV12DC

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous

Cancel

Install

STEP 5: Select your local server name from the Server Pool and click Next.

Before You Begin

Select destination server

Add Roles and Features Wizard

[= L=l

DESTINATION SERVER
PSRV12DC

Select a server or a virtual hard disk on which to install roles and features.

Select a server from the server pool
) Select a virtual hard disk

Server Pool

Fitter: |

Name 1P Address Operating System

192.168.168.26

Microsoft Windows Server 2012 R2 Standard

1 Computerls) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

Install
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STEP 6: Add the Active Directory Domain Services Role from the Server Roles list and click Next. Click Next on the
Features list since you will not be adding new Features. You will be presented with some useful information to note on

the AD DS screen, click Next to proceed.

Add Roles and Features Wizard

Active Directory Domain Services

DESTINATION SERVER
PSRV12DC

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Palicy.

Things to note:

* To help ensure that users can still log on to the network in the case of a server autage, install a
minimum of twa domain controllers for a domain.

Confirmation

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role an this machine.

* Installing AD DS will also install the DFS Mamespaces, OFS Replication, and File Replication services
which are required by AD DS.

< Previous

Cancel

[= L=l

STEP 7: On the Confirmation screen, click Install to install the Active Directory Services role and you will see the
installation process begin. Upon completion you can click Close to complete the installation process.

Add Roles and Features Wizard

[= L=l

Installation progress

DESTINATION SERVER
PSRV12DC

View installation progress

@ Festureinstallation

Configuration required. Installation succeeded on PSRV12DC.

Active Directory Domain Services
Additional steps are required to make this machine a domain contraller.
Promote this server to @ domain controller

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or apen this
EY page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next > Close Cance
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STEP 8: You will notice the yellow exclamation point in the Notifications area indicating additional configuration is
required. Click the Promote the Domain Controller link to launch the Active Directory Domain Services Configuration
Wizard.

Aanager » Dashboard

T Dashboard WELCOME TO SERVER MANAGER

§i, Post-deplayment Configura

Acthve Di

B Local Server LS

HE Al Servers Crfint s e .

/= Lonngure this [ocal serve

i AD DS =

n Feature nstalation
BY File and Storage Services b LiJ

o s

dd Roles and Features

WHATSNEW Task Details
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:3 | Servergroups=1 | Servers totak 1
] = File and Storage =
ig! ADDS 1 < 1 5 1 Local Server 1
. SEIVICES h - i
@ Manageability @ Manageability @ Manageability @ Manageability
Events Events Events Events
Services Services Services Services
Performance Perfarmance Performance Performance
BPA results BPA results GPA results BPA results

B e -5 G

STEP 9: Select the Add a new forest option and specify a Root domain name and click Next. In this example
AutomaTech.local will be used as the domain name.

[ Active Directory Domain Services Configuration Wizard =|a -
. . TARGET SERVER
Deployment Configuration CevETe

Deployment Configuration

Select the deployment operation

Domain Controller Options . . R
() Add a domain contraller to an existing domain

Additional Cptions ) Add 2 new domain to an gxisting forest

Paths ® Add a new forest

Specify the domain information for this operation

Roct domain name: AutomaTech.local

More about deployment configurations
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STEP 10: On the Domain Controller Options screen, select the Forest functional level and Domain functional level to
meet your network’s requirements. You will notice the Domain Controller will include DNS Server capability by default.
Specify the Directory Services Restore Mode (DSRM) password and click Next.

ment Configuration

Domain Controller Options

DNS Options

Additional Cptions

Active Directory Domain Services Configuration Wizard

Domain Cantroller Options

Select functional level of the new forest and root domain

BE |

TARGET SERVER
PSRV12DC

Forest functional level:

[ Windows Server 2012 R2

Domain functional level:

[ Windows Server 2012 R2

Specify domain controller capabilities

Domain Name System (DNS) server

Type the Directory Services Restore Mode (DSRM) password

Password: sssssssssss

Confirm password: [

More about domain controller options

Insta Cancel

STEP 11: Click Next to accept the default DNS Options. Confirm and update the NetBIOS domain name if necessary

and click Next.

onfiguration

Active Directory Domain Services Configuration Wizard

Additional Options

Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: AutomaTech

More about additional options

BEEs

TARGET SERVER
PSRVI2DC

Cancel
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STEP 12: Click Next on the Paths screen to accept the default Paths and the Review Options screen will be displayed.
Click Next to perform a Prerequisites Check. If all the rules checks pass you will see a note and green check mark that
all prerequisite checks passed successfully. Click Install to complete the Domain Controller Promotion process.

ol

BE |

Active Directory Domain Services Configuration Wizard

Bromrs G TARGET SERVER
Prerequisites Check PSRVIZDC
| ® Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Paths ~ View results

1. Windows Server 2012 R2 domain controllers have a default for the security setting o
named “Allow cryptography algerithms compatible with Windows NT 4.0 that prevents

wesker eryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitpif/ | =
go.microsoft.com/fwlink/7Linkld=104751).

A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zane to ensure reliable name resclution from outside the
domain "AutomaTech.local". Otherwise, no action is required.

5, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Next > Install Cancel

STEP 13: The Server will automatically restart when applying changes. Upon restart, notice you will now need to login

as the Domain account including the Domain prefix.

dministrator

sxveaaai)

=R Windows Server2012R2
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STEP 14: After logging in to the Domain, return to the Server Manager. The new AD DS Role has been added to the
Server Manager Dashboard. You can click the link or status card for additional details about the Server Role.

Server Manager |- =

T Dashboard WELCOME TO SERVER MANAGER

B Local Server
WE Al Servers . L )
= o Configure this local server
Igl AD DS .
& Dns GICK START
W§ File and Storage Services B 2
o s 5
WHATS NEW B -
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Servergroups 1 | Servers totak 1

= File and Storage

u
il sDDs 1 & DNs 1 L] e 1 e s 1
(®) Manageability (® Manageability (®) Manageability (® Manageability

Events Events Events Events

Services Services Services Services

Performance Perfarmance Performance Performance

OPA results BPA results CPA results BPA results

Mﬁam"“"'ﬁ" | @ oo -Rj@(b..

=

STEP 15: Click the Tools link at the top of the Server Manager and observe the newly added tools. Click the Active
Directory Users and Computers link to launch the management console.

B Server Manager [ = | o [

F’

Active Directory Administrative Center

Marage  Took  View  Help

Dashboard

Active Directory Domains and Trusts

WELCOME TO SERVER MANAGER e e et

B Local Server || Active Directory Sites and Senvices
oy
W All Servers e s e s || Actve Directory Usess and Computers
& AD DS Lonngure tnis 10cal serve ADS| Edit
Compunent 5
& ons omponent Seres
) P TR e o Computer Management

BE File and Storage Services B = e el i Defragment and Cplamize Droves
io 15 1 add other ser

Disk Cleanup
DNS
) Create 3 server group Eurnt Viewer
Group Palicy Management
nnect this server to cloud services Intemmet Infoemation Services (15] Manager
SCSI Initiatar
LEARN MORE | Loeal Security Palicy
Micrasaft Azure Services
ODAC Diata Soarces (12-bif)
ODBC Dats Scurces (64-bit)
Perinemarce Monitar

% DMNS 1 'q FiEP a"d Storage 1 Resource Monitor
Services J Secusiey Confiqueation Wizard
@ Manageability @ Manageability @ Manageability Senvices

Systeen Canbsuration

Events Events Events
System Information
- v ¥
Services Services Services Tack Schaduler
Performance Parformance Performance Windaws Firewsl with Advanced Security
BPA results BPA results BPA results Whrdaves Memary Cragrastic

Windows PowerShell

R - e S
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STEP 16: Expand the Domain name and the Users folder to view a list of configured Users, Groups, and other
resources. This is where you would configure various permissions and functions of each resource in the Domain. For
the purposes of this example a single Domain User will be added.

B Active Directory Users and Computers = -
File Action View Help
- BEE=z Hm 3eaETES
] Active Directory Users and Computers [P|| Name Type Description
b [ Saved Queries 2, Administratar User Built-in account for administering the comp...
4 4 AutomaTech.local 82, Allowed RODC Passwerd Replication Group  Security Group - Domain Local Members in this group can have their passw...
b [2] Builtin giCert Publishers Security Group - Domain Local Members of this group are permitted to pub..
b [£] Computers 82, Cloneable Domain Controllers Security Group - Global Members of this group that are domain con...
b & Domain Cantrollers S?JDamEd RODC Password Replication Group  Security Group - Domain Local Members in this group cannot have their pa...
b [] ForeignSecurityPrincipals 2, Dnsdmins Security Group - Domain Local DNS Administrators Group
- Sanaged Service Accounts S?JDnsUpdatePruxy Security Group - Global DNS clients who are permitted to perform d...
- 2, Domain Admins Security Group - Global Designated administrators of the domain
2, Domain Computers Security Group - Global All workstations and servers joined to the do...
2, Domain Controllers Security Group - Global All domain contrallers in the domain
2, Domain Guests Security Group - Global All domain guests
giDomam Users Security Group - Global All domain users
2, Enterprise Admins Security Group - Universal Designated administrators of the enterprise
S{Entarpnsa Read-enly Demain Controllers Security Group - Universal Members of this group are Read-Only Dom...
2, Group Policy Crestor Owners Security Group - Global Members in this group can madify group p...
2. Guest User Built-in account for guest access to the com...
2, LocalAdmin User Local Administratar
2, Protected Users Security Group - Global Members of this group are afforded additio...
giRAS and IAS Servers Security Group - Domain Local  Servers in this group can access remote acc..,
2, Read-only Domain Controllers Security Group - Global Members of this group are Read-Only Dom...
S?JSchama Admins Security Group - Universal Designated administrators of the schema
2, WinRMRemoteWMIUsers_ Security Group - Domain Local Members of this group can access WMI resa...
< m >

STEP 17: Right-click the Users folder, select New, and select User to create a new User. Complete the next three
screens with the User details and credentials and click Finish to create the User.

L] Active Directory Users and Computers -
File Action View Help
- 48 XEGR BE B Ta%
] Active Directory Users and Computers [P|| Name Type Description
b [ Saved Queries 2, Administrator User Built-in account for administering the comp...
4 i AutomaTech.local 2, Allowed RODC Password Replication Group Security Group - Domain Local Members in this group can have their passw...
&[] Builtin H2, Cert Publishers Security Group - Domain Local - Members of this group are permitted to pub...
b [£ Computers 2, Cloneable Domain Controllers Security Group - Global Members of this group that are domain con...
b (5] Domain Cantrollers #2 Denied RODC Password Replication Group  Security Group - Domain Local  Members in this group cannot have their pa...
b [] ForeignSecurityPrincipals 2, DnsAdmins Security Group - Domain Local  DNS Administrators Group
= Sanagad Service Accounts 82, DnsUpdateProxy Security Group - Global DNS clients who are permitted to perform d..
= Delegate Control... Domain Admins Security Group - Global Designated administratars of the domain
Find... Domain Computers Security Group - Global All workstations and servers joined to the do...
- Security Group - Global All domain controllers in the domain
e ' Compaley Security Group - Global All domain guests
All Tasks 4 Contact Security Group - Global All domain users
View N Group Security Group - Universal Designated administrators of the enterprise
P InetCrgPerson Security Group - Universal Members of this group are Read-Only Dom...
) msDS-ResourcePropertyList Security Group - Global Members in this group can modify group p...
Export List... . User Built-in account for guest access to the com..,
mslmaging-PSPs h
Properties MSMQ Queue Aliss User Local Administrator
Help iy Security Group - Global Membe.rs of this group are afforded additio...
(it Security Group - Domain Local - Servers in this graup can access remote acc...
3‘ User Security Group - Global Members of this group are Read-Only Dom...
! Shared Folder Security Group - Universal Designated administratars of the schema
5, WinRMHRemoteWMIUsers_ Security Group - Domain Local  Members of this group can access WMI reso...
< m >
Create a new object...
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STEP 18: In this example the Domain User ‘Proficy’ has been created and will be used to access the Remote Desktop
Server in later steps. By default all Domain Users will be given Remote Desktop Server access, so at this point you
could further define your security groups and roles if desired. These steps have completed the Domain Server
configuration required at this time.

B Active Directory Users and Computers = -
File Action View Help
- PalEvaR
] Active Directory Users and Computers [P|| Name Type Description
b [ Saved Queries 2, Administratar User Built-in account for administering the comp...
4 4 AutomaTech.local 82, Allowed RODC Passwerd Replication Group  Security Group - Domain Local Members in this group can have their passw...
b [2] Builtin %Cert Publishers Security Group - Domain Local Members of this group are permitted to pub..
b [£] Computers 2, Cloneable Damain Controllers Security Group - Global Members of this group that are domain con...
b & Domain Cantrollers .%Damed RODC Password Replication Group  Security Group - Domain Local Members in this group cannot have their pa...
b (2] ForeignSecurityPrincipals 2, Dnsdmins Security Group - Domain Local DNS Administrators Group
4 \J Managed Service Accounts %DnsUpdatePruxy Security Group - Global DNS clients who are permitted to perform d...
- Users 2, Domain Admins Security Group - Global Designated administrators of the domain
2, Domain Computers Security Group - Global All workstations and servers joined to the do...
2, Domain Controllers Security Group - Global All domain contrallers in the domain
2, Domain Guests Security Group - Global All domain guests
%Domam Users Security Group - Global All domain users
2, Enterprise Admins Security Group - Universal Designated administrators of the enterprise
%Entarpnsa Read-enly Demain Controllers Security Group - Universal Members of this group are Read-Only Dom...
2, Group Policy Crestor Owners Security Group - Global Members in this group can madify group p...
2. Guest User Built-in account for guest access to the com...
2, LocalAdmin User Lacal Administratar
L X profi [
%Pmtacted Users Security Group - Global Members of this group are afforded additio..,
H2,RAS and 1AS Servers Security Group - Domain Local  Servers in this group can access remate acc...
%Read-unly Domain Controllers Security Group - Global Members of this group are Read-Only Dom...
2, Schema Admins Security Group - Universal Designated administrators of the schema
%WmRMRamoteWMlUsers_ Security Group - Domain Local Members of this group can access WM resa...
< m >
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2. Installing, Configuring, and Licensing Remote Desktop Services (RDS) on a Remote
Desktop Server computer running Windows Server 2012 R2

Now that the Domain Controller Server setup has completed you will need to configure the Remote
Desktop Server. The Remote Desktop Server will need to be joined to the Domain created in the previous
section, have the necessary Roles enabled, and setup with the appropriate licensing.

STEP 1: Login to your Remote Desktop Server computer as the local Administrator, as pictured below.

Host Name: PSRV1ZRDS
IP Address: 192.168.168.27
User Name: Administrator

=R Windows Server 2012 R2

B & = S A
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STEP 2: Verify that you have the appropriate network settings configured and that the Domain Controller Server’s IP
address is configured for the Preferred DNS server, as pictured below.

Internet Protocol Version 4 (TCP/IPv4) Properties -

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IF address: 192 . 168 . 168 . 27
Subnet mask: 255,255 .255. 0
Default gateway: 192 . 168 . 168 . 1

Obtain DMS server address automatically

(®) Usg the following DMS server addresses:

Preferred DMS server: 192 . 168 . 168 . 26

Alternate DMS server:

|

[ validate settings upon exit

OK | | Cancel |

STEP 3: You will now need to join the Remote Desktop Server to the Windows Domain created in the previous steps.
Launch the Server Manager application from the Taskbar and click the Local Server link on the left side to view a
snapshot of the Local Server configuration.

Manage

I PROPERTIES

M Dashboard

TASKE w
WE Al Servees
B L]
B File and Storage Senices B
o us
- 2 dee
i
TASKs T
o i () >
e Date and T me
PSRVIZADS 1014 Waming Micraseft-Windows-ONS Client Events  Systemn 7/1/2015 10913 PM
PSRVIZADS 38001 Eor  Micrassft-Windows-SharedAccess NAT System 7/1/2015 10911 PM
PSRVIZRDS 34007 Emor  Mirosolt-Windows-SharedAccess NAT Systern T/1/Z015 10971 M
|7| PH | a = E‘j@“&
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STEP 4: Click the Computer name or Workgroup link to open the System Properties window.

System Properties -

Computer Name | Hardware | Advanced | Remate |

f L Windows uses the following information to identify your computer
Y= onthe network.

Computer description: ||

For example: "l15 Production Server” or
"Accounting Server'.

Full computer name: PSRV12RDS
Workgroup: WORKGROUP

To rename this computer or change its domain or
workgroup, click Change.

ok || Canesl Apply

STEP 5: Click the Change button to launch the Computer Name/Domain Changes window. Enter the Domain Name
that was created in the previous section.

Computer Name/Domain Changes .

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
PSRV12RDS ‘

Full computer name:
PSRV12RDS

Member of
(®) Domain:
AutomaTech local ‘

() Worgroup:
WORKGROUP

oK | Cancsl
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STEP 6: Click OK and you will be prompted with the Windows Security window, enter the Username and Password for
your Domain Administrator account, as pictured below.

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain,

’Administrator

Domain: AutomaTech.local

Connect a smart card

STEP 7: Click OK to authorize the addition of the computer to the Domain, you will be prompted with a welcome
message, as pictured below. Click OK and click OK again when prompted that you must restart your computer to
apply these changes and then restart the computer.

o Welcome to the AutomaTech.local domain.

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs,

AutomaTech Application Note — July 2015
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STEP 8: After the computer has restarted, you will need to login as the Domain User and not the Local User. Click the
Other User link on the Windows Login screen. Specify your Administrator credentials including the new Domain
Name prefix to login to the server, as pictured below.

Other user

AutomalechyAdmenstrator

=R Windows Server2012R2

STEP 9: You will now be ready to add the Remote Desktop Services role. Launch the Server Manager by clicking the
icon pinned to the Task Bar. After a few moments the Dashboard will refresh with a complete list of installed Roles.

= Server Manager -8 =

Server Manager * Dashboard

T Dashboard WELCOME TO SERVER MAMAGER
B Local Server
BE Al Servers o A S SR .
By File and Storage Services b e
e us
WHAT'S HEW
Hide a
LEARN MORE

ROLES AND SERVER GROUPS

g r|lp ‘?nd SEETS 1 Eo us 1 § Local Server 1 B Al servers 1
Services

(®) Manageability (® Manageability (@) Manageability () Manageability
Events Events Events Events
Services Services Services Services
Performance Performance Performance Performance
BPA results BPA results CPA results BPA results

| E e = SEG
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STEP 10: Click the Add roles and features link to launch the Add Roles and Features Wizard. Select the Installation
Type as Remote Desktop Services Installation and click Next.

& Add Roles and Features Wizard = | E -

DESTINATION SERVER

Select installation type PSAV1ZRDS AutemaTechlocal

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

! Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous

nsta Cancel

STEP 11: Select the Quick Start option for a typical deployment on a single Remote Desktop Server. If you plan to
create a distributed deployment you would choose the Standard deployment option and configure some additional
options. Click Next to continue.

! Add Roles and Features Wizard = | E -

( | ~ d ‘ DESTINATION SERVER
Select deployment type No servr v selcte
Before You Begin Remote Desktop Services can be configured across multiple servers or on one server.

) Standard deployment

A standard deployment allows you to deploy Remote Desktop Services across multiple servers.

@ Quick Start
A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection
and publishes RemoteApp programs.
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STEP 12: Choose the Session-based desktop deployment option on the Deployment Scenario screen and click Next.

& Add Roles and Features Wizard = | E -

. DESTINATION SERVER
Select deployment scenario uice St seecied
Before You Begin Remote Desktop Services can be configured to allow users to connect to virtual desktops, RemoteApp

programs, and session-based desktops.
Installation Ty

() Virtual machine-based desktop deployment

Virtual machine-based desktop deployment allows users to connect to virtual desktop collections
that include published RemaoteApp programs and virtual desktops.

Server Selection

Session-based desktop deployment allows users to connect to session collections that include
published RemoteApp programs and session-based desktops.

STEP 13: You will be prompted that the Quick Start will install the RD Connection Broker, RD Web Access, and RD
Session Host services on the same server. Select your local server from the Server Pool and click Next.

& Add Roles and Features Wizard = | E -

DESTINATION SERVER

Select a server Cuick Star selced

The Quick Start will install the RD Connection Broker, RD Web Access, and RD Session Host role services
on the same server.

i Selected
nt Scenario

Computer
ection Filter: | |
Confirmation 4 AUTOMATECH.LOCAL (1)
MName IP Address Operating PSRV12RDS
PSRV12RDS. AutomaTec...  192.168.168.27 H
< " >
1 Computer(s) found 1 Computer(s) selected

o The credentials of the AutomaTech\Administrator account will be used to create the
deployment.
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STEP 14: The Confirmation screen will perform a rules check and notify you that the server must be restarted to
complete the installation. Check the Restart the destination server automatically if required check box and click
the Deploy button.

E Add Roles and Features Wizard I;‘i-

DESTINATION SERVER

Confirm selections PSAV1ZRDS AutemaTechlocal

To complete the installation, the destination servers must be restarted.

Before You Begin

The following role services will be installed on the server named PSRV12RDS.AutomaTech.local.

RD Connection Broker

RD Web Access

RD Session Host

The server will be restarted after the role services are installed. The Damain Users security

'
" group will be added to the Remote Desktop Users security group on the server,

[} Restart the destination server automatically if required

STEP 15: The installation process will begin and display the progress, as pictured below. When the initial role services
installation is complete the server will restart automatically.

& Add Roles and Features Wizard =

DESTINATION SERVER

View p rogress PSAV1ZRDS AutemaTechlocal

The Remote Desktop Services deployment scenario is being installed.
Server Progress Status

Remote Desktop Services role services

PSRV12RDS.AutomaTech.local I In Progress
Installing...

Session collection

PSRV12RDS.AutomaTech.local Pending

RemoteApp programs
PSRV12RDS.AutomaTech.local Pending

revious Next > Deploy Cance
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STEP 16: After the server restarts, login again as the Domain Administrator and return to the Server Manager. You will
see the installation progress continue. Upon completion, click the Close button to acknowledge that the installation

succeeded.

Add Roles and Features Wizard

(==

View progress

DESTINATION SERVER
Quick Start selected

The Remote Desktop Services deployment scenario is being installed.

Server Progress Status
Remote Desktop Services role services

PSRV12RDS. AutomaTech.local I Succeeded

Session collection

PSRV12RDS.AutomaTechlocal I Succeeded

RemoteApp programs

PSRV12RDS.AutomaTech.local I Succeeded

Connect to RD' Web Access: https://PSRV12RDS.AutomaTech.local/rdweb

< Previous Next > Close Cancel

STEP 17: Click on the new Remote Desktop Services Role available in the Server Manager Dashboard.
Remote Desktop Services deployment overview screen.

You will see the

GET STARTED WITH REMOTE DESKTOP SERVICES

m
i Servers

(] Collections

L QuickSessionCo...
o

§
ee

@ Set up a Remote Desktop Services deployment

LEARN MORE
DEPLOYMENT OVERVIEW DEPLOYMENT SERVERS
RDC [ SRV ZHDEA wiocal TASKS = Last refreshied aa 7/1/2015 51500 PA | AL RADS rale senvices | 3total | TASKS 7
Mansged 2
o m) - -
@ @ @ Server FODN stall
PSRVIZRDSAUTOMATECHLOCAL RO Connection Broker
KD Web Access R Gateway RD Licensing PRV IZRCAAUTOMATICHLGCAL D Session Hast
PSRVIZRLSAUTOMATECHLOCAL  RD Web Access
RD Connection Broker
| | — v
s [ > - FOo
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STEP 18: You need to enable Licensing in order for Users to access the Server. Click the green RD Licensing plus sign
to launch the Add RD Licensing Servers window. Select the Local Server from the Server Pool.

Select a server

Confirmation

BE |

Add RD Licensing Servers

This wizard allows you to add RD Licensing servers to your deployment. Select the servers on which
to install the RD Licensing role service.

Server Pool

Selected
Computer
Fitter: |
4 AUTOMATECH.LOCAL (1)
Name IP Address Operat PSRVIZRDS
H
< 1] ¥ < " >

1 Computer(s) found 1 Computer(s) selected

o The credentials of the AutomaTech\Administrator account will be used to add the servers.

< Previous

STEP 19: Click Next and you will be prompted with a confirmation that The RD Licensing role service will be installed
on the servers and added to the deployment. Click the Add button and you will be notified when the Remote Desktop
Licensing role service installation succeeded, as pictured below.

View progress

BE |

Add RD Licensing Servers

The role service is being installed on the following servers.

Server Progress Status
Remote Desktop Licensing role service
PSRV12RDS.AutomaTech.la Succeeded

cal

Review RD Licensing properties for the deployment

Next > Close

Cance
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STEP 20: Click Close to complete the installation. You will now see the blue ribbon badge indicating the RD Licensing
has been installed, as pictured below.

GET STARTED WITH REMOTE DESKTOP SERVICES

Severs

1]

(] Callections
g QuickSessionCo...
i

LEARN MORE

@ DEPLOYMENT OVERVIEW

i alechiocal
Mansged as : A
RD Web Access R Gateway

(O}

RD Connection Broker

TASKS
RD Licensing

DEPLOYMENT SERVERS
Last refreshed on 7/1/2015 $:27:39 PM | AN ADS rale services | 4 total TASKS *

Server FODN
PSRVIZROSAUTOMATECHLOCAL RD Connecticn Broker
PSRVIZRDSAUTOMATICHAOCAL RD Session Heost
PSRVIZRLSAUTOMATECHLOCAL  RD Livensing

PERVIIRDSAUTOMATECHLOCAL RO Wk Acems

m - &

- [iEE

STEP 21: Click the Tools link at the top of the Server Manager and observe the newly added tools for Terminal
Services. Click the Remote Desktop Licensing Manager link to launch the management console.

GET STARTED WITH REMOTE DESKTOP SERVICES

Serve

Collections

QUICK START

LEARN MORE

RD Web Access RO Gateway

(O}

RD Connection Broker

QuickSessionCo... Virtual machine-baszed deskton deplovment

TASKS

RD Licensing

0 Set up a Remote Desktop Services deployment

Component Sendces
Camputer Management

Detragenent and Optienize Dinves

Digk: Cleanup

Event Viewer

Internet Information Services (1I5) Manager
B0 Inbaator

Local Security Policy

Microsalt Azure Senices

ODEC Data Sources [32-bit)

OLEC Data Sources (B4-bat)

Perinrmance Manitor

Resource Monitor

Security Configuration Wizard

= Services
System Confiquiation
System Information
| | | Task Scheduler
RO Licensing Disgnoser [ [ Terminal sevices v
Remote Desktop Lizensing Manager ||| Winddowes Firewalt with Advaneed Securiny
PINYIERSAGIGIIRISSIS RS pindows Memmory Disgnostic

BSRVIZRDSAUTOMATICHADCAL | e

PSRV ZRDGAUTOMATECHLOCAY Windows PowerShell (<08

PRV RO AU TOMATECHLOCAL Wirsioors PowerShell 1SE
Windows PowerShell ISE (6]
Wirduws Server Backup

O ER:

- [iEE
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STEP 22: Expand the view, you will notice the RD Licensing Manager indicates that the server is not yet activated.

Igction View Help

- Name Activation Status Discovery Scope Configuration
=g PSRVIZRDS EPsRv12RDS Mot activated Doemain Review
--IE) Windows 2000 Server

--IE) Reports

STEP 23: Right-click on the Local Server and select Activate Server to launch the Activate Server Wizard and click
Next on the Welcome screen to start the activation process.

IActicm View Help

=25 All servers Name Activation Status Discovery Scope Configuration
=g PSRVIZRDS E5; PSRV12RDS Not activated i
--IE) Windows 2000 Server Refresh

--IE) Reports

Domain Review

Review Configuration...

Install Licenses

Activate Server

Advanced G
Create Report r
Delete Reports...

Manage Licenses

Properties
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STEP 24: Select the appropriate Connection Method from the list and click Next. Licensing can be activated
automatically through your Internet connection, through a web browser, or over the phone.

Activate Server Wizard -
Connection Method f
Select the most appropriate connection method. ‘! A
The connection method selected for license server activation will also be used to contact

the Microsoft Clearinghouse when licenses are installed

To change the connection method after activation, go to the Connection Method tab of
the license server's Properties dialog box.

Connection method

Automatic connection {recommended) ¥

Description: This is the recommended method. The license server will
automatically exchange the required information with the
Microsoft Clearinghouse over the Intemet

Requirements The computer must be able to connect ta the Intemet by

using a Secure Sockets Layer (SSL) connection.

<Back || Ned> | [ Cancel

STEP 25: Complete the Company Information fields with the information that corresponds with to your Remote
Desktop Licenses and click Next.

Activate Server Wizard -

Company Information
Frovide the requested company information

o)

Enter your name, company name, and countryregion information

This information is required to proceed.

Bt e — |
Last rame | |
oy | |

|

Courtry or Region: iUnited Stales A

Name and company information is used onfy by Microsoft to help you if you need
assistance. Country/Region is required to comply with United States export restrictions.
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STEP 26: You will be prompted that the license server has been successfully activated. Obtain your Remote Desktop
Server Client Access License (CAL) keys and click Next to start the Install Licenses Wizard.

Activate Server Wizard -

Completing the Activate Server
Wizard

You have completed the Activate Server Wizard.

M

Status:

The license server has been successfully activated

To install licenses, click Nest.

To postpone license installation, clear the Start Instal
Licenses Wizard now check bax, and then dlick Finish

Start Install Licenses Wizard now

< Back Next >

STEP 27: Select the appropriate License program for your licenses and click Next.

Activate Server Wizard -
License Program C‘
=]

Chaose the appropricte license program

Every client that is connecting to a Remote Desktop Session Host server or a vitual
desktop in a Microsoft Virtual Desktop Infrastructure must have a valid license. Select
the license program through which you purchased your licenses.

License program: License Pack (Retail Purchase) v

Description: This is a license purchased in preset quartities through a
retail store or other reseller. The package may be labeled
"Microsoft Windows Client License Pack”

Format and location: The license code from the License Pack will be required
The license code is a sequence of five sets of five
alphanumeric characters.

Sample 1AZB3 1AZB3 1A2B3 1AZ83 14263

Verify that your icense information s similar to the sample before continuing

<Back || Nea> | [ Cancel
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STEP 28: Type in or Paste your license codel(s) per your Microsoft Licensing Agreement and click Next. You will be
notified that the licenses have been successfully activated, click Finish to close the activation wizard

License Code 1

Enter the license code found in your product packaging. Lnl
Type in the license code for each license you have purchased, and then click Add after

entering each license code. The format for the license code is 5 sets of 5 alphanumeric

digits.
License code:
| | I | | | [
Ligense codes ertered

License Code Status Product Type

Pending ‘Windows Server 2012
< m | >
<Back | Med> | [ Cancel

STEP 29: You will now see a summary of the Client Access License versions, types, and quantities in the RD Licensing
Manager window. This server has been activated with 50 Per User RDS CALs, as pictured below.

IActicm View Help

&) All servers License Version and Type License Program  Total Licenses  Available Issued Expiry Date Keypack ID
=53] PSRVIZ2RDS {E) Windows 2000 Server - Built-in TS Per Device CAL  Built-in Unlimited Unlimited 0 Never
151 Windows 2000 Server - Built-in | G e T
-IE1 Windows Server 2012 - Installec

2 Reports
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STEP 30: Right-click the server name and select the Review Configuration option to open the Server Configuration
window.

IAdiun View Help

o £
c v
B34l All servers License Version and Type License Program  Total Licenses  Available lssued Expiry Date Keypack 1D
[=REA] PSRV12RDS e Server - Built-in TS Per Device CAL  Built-in Unlimited Unlimited 0 Never 2
5y Windo ey frver 2012 - Installed RDS Per User CAL  Retail Purchase 30 E 0 Never 3
15 Windoy ™ g iew Configuration...
21 Report
Install Licenses
Activate Server
Advanced 3
Create Report v
Delete Reports. .
Manage Licenses
Properties
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STEP 31: Click the Add to Group button and you will be prompted to add the License Server to the Active Directory
Domain Services Group. Click Continue to authorize the change on the Active Directory Server. When prompted that
the License Server has been added to the License Servers group in Active Directory Domain Services, click OK.

PSRV12RDS Configuration 28

License Server Name: PSRV12RDS

Discovery Scope: Domain Change Scope...

Database Location: C:\Windows\System32\ Server),

RD Licensing Manager -
This licens
Active Dird To add the computer account for this license server to the Add to Group
I % User CALs] I & Terminal Server License Servers group in Active Directory
~ usage of§ ~ Domain Services (AD DS}, you must have Domain Admins
privileges in AD DS.

[0] This licens - -
Sl Domain Se :  Continue | | Cancel

the Remod

OK | | Cancel |

RD Licensing Manager -

The computer account for license server PSRV12RDS has been added to
the Terminal Server License Severs group in Active Directory Domain
Services.
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STEP 32: You will now see the completed Server Configuration and have two green check marks confirming the
licensing and activation process, click OK to accept the changes.

License Server Name: PSRV12RDS
Discovery Scope: Domain

Diatabase Location: C:\Windows\System32\ Server),

This license server is a member of the Terminal Server License Servers group in Active
Directory Domain Services. This license server will be able to issue RDS Per User CALs
to users in the domain, and you will be able to track or report the usage of RDS Per
User CALs on this license server.

To izsue RDS Per User CALs to users in other domains, this license server must be a
member of the Terminal Server License Servers group in those domains.

This license server is registered as a service connection point {SCP) in Active Directory
Domain Services. The license server will appear in the list of known license servers in
the Remote Desktop Session Host Server Configuration toal.

-5 Al servers License Version and Type License Program  Total Licenses  Available Issued Expiry Date Keypack ID
[ERE7] PRV 12RDS 21 Windows 2000 Server - Built-in TS Per Device CAL  Built-in Unlimited Unlimited 0 Mever 2

~IG1 Windows 2000 Server - Built-in | () Windows Server 2012 - Installed RDS Per User CAL  Retail Purchase 50 50 0 Never 3
-IE1 Windows Server 2012 - Installec

2 Reports
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STEP 33: Return to the Server Manager and expand the Remote Desktop Services Overview screen.

GET STARTED WITH REMOTE DESKTOP SERVICES

m
_' Hervecs 0 Set up a Remote Desktop Services deployment
(1] Callections -
g QuickSessionCon. Virtual machine-based desk o
in CRICK START : :
®
LEARN MORE

DEPLOYMENT SERVERS

ey =

Server FODN

RD Licensing

PSRVIZRDS AUTOMATECH LOCAL

KD Web Access

R Gateway

(O}

RD Connection Broker

PSRVIZRDSAUTOMATICHAOCAL
PSRVIZRLSAUTOMATECHLOCAL  RD Livensing

PARVT RS AUTOMATECHLOCAL

Last refreshed oa 7/1/2015 21224 PM | Al RDS role

TASKS *

RO Connecticn Broker

RD Session Host

RO Wels Asemon

“mbe

e B

STEP 34: Click the Tasks drop down button and select the Edit Deployment Properties option.

GET STARTED WITH REMOTE DESKTOP SERVICES

m
i Servers ik a Rewvista Dasldan Saivisasdanlo
= Set up a Remote Desktop Services deployment
| 1] Collections )
L QuickSessionCon. Virtual machine-based desktop deployment i k ia £
o QRICK START
© oS
© - }
LEARN MORE

DEPLOYMENT SERVERS

Lavst refreshied an 7/1/2015 R12:24 PM | A1l RDS role senvicrs [4total | TASES ¥

| | Edit Deplayment Properies )

ect " p W= @~ -
Redresh
PSRVIZRDSAUTOMATECHLOCAL RO Connection Broker
KD Web Access R Gateway RD Licensing PRV IZRCAAUTOMATICHLGCAL D Session Hast
PARVIZRLSAUTOMATECHLOCAL RO Livensing
PSRVIIRDSAUTOMATECHLOCAL | RD Wieks Asermss
RD Connection Broker
[ e | —
% : -

O

AutomaTech Application Note —July 2015
AD DS, RDS, & Thin Clients on Server 2012 R2

Page 31 of 68



Aut_omaTech®

We Make Plant Information Flow

STEP 35: The Deployment Properties window will appear. If an RD Gateway is required in your deployment, you would

configure it on this screen.

Show Al
RD Gateway -
RD Licensing +

RD Web Access +
Certificates +

Deployment Properties

Configure the deployment

RD Gateway

Specify RD Gateway settings for the deployment
) Automatically detect RD Gateway server settings
) Use these RD Gateway server settings:

Server name:

Logon method:

Password Authentication

Use RD Gateway credentials for remote computers

Bypass RD Gateway server for local addresses

®) Do not use an RD Gateway server

==

STEP 36: Click the RD Licensing section and select Per Device or Per User under the Remote Desktop licensing mode
options that is relevant to your Microsoft licensing agreement. This server uses User CALs, so we will select the Per
User mode, as pictured below. Click Apply to accept the changes for the RD Licensing mode.

Show A
RD Gateway +
RD Web Access +
Certificates +

Deployment Properties

Configure the deployment

RD Licensing

Select the Remote Desktop licensing made:
) Per Device
® Per User

Specify a license server, and then click Add:

==

Select the order for the Remaote Desktop license servers:
The RD Sessicn Host server or the RD Virtualization Host server sends requests for licenses
to the specified license servers in the order in which you list them.

[ PSRVAZADS Automalechiocal

Move Up

0K

H Cancel H Apply
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STEP 37: The Deployment Properties window also provides information about the RD Web Access and RDS
Certificates. As an optional step you can configure Certificates for the RDS Services in order to secure the
connections. Click OK to accept the changes.

Configure the deployment

Show All
RD Gateway + Manage certificates
RD Licensing +

A Remote Desktop Services deplayment requires certificates for server authentication,
RD Web Access + single sign-cn, and establishing secure connections.

Current deployment certificate level is Not Configured
What is a certificate level?

Role Service Level Status State
RD Connection Broker - Enable Sinc Mot Configured
RD Connection Broker - Publishing Mot Configured

RD Web Access Not Configured
RD Gateway Unknown
<] [} >

Subject name: Not Applicable
View Details

This certificate is required for server authentication to the Remote Desktop Services

deployment.
You can update this certificate by creating a new certificate or by selecting an existing
certificate.

FmmrTpaE. | | Frmy Ty e |

| QK H Cancel H Apply |

STEP 38: Click the Tools link at the top of the Server Manager and click the RD Licensing Diagnoser link to launch the
Licensing Diagnoser window.

Camponent Sendces

Computer Mansgement
L Dedragenent and Optenise Drnees
i : Disk: Clen
Set up a Remote Desktop Services deployment gt
i Event Viewer
= ) ) Inzermet Infarmation Senvices (5] Mansger
- QuickSessionCa.. Virtual machine-based desktop deployment Session-based desktoy 508! Witiator
io Winie
@ 7dd RO Virtualization Hast servers @) /i RD Session Hoy [ Loeal Securty Poley
o b Micrusalt Azure Sermces
o Create virtual desktop collections e Create session colle (ODEC Data Sources [(32-bit)
ODEC Data Sources [B4-bat)
mm' Perinemance Maritor
Resource Monitor
Security Canfiquration Wizard
DEPLOYMENT OVERVIEW _ DEPLOYMENT SERVERS a
R Connextion Beoker server: PSRVTZADS Automal echocal [ TS5 = Last refreshed on 7/1/2015 23251 T
: o System Confiquration
Managed a5 : AutomaTech\Administratar
Filter System Infermation
Task Scheduler
. [ AD Licensing Diagnoser [ T Terminal services v
' Remote Desktop Licensing Manager Wirdews Firewall with Advarced Seeurity
A v T : :
T e P Windows Memory Diagnastic
RD Web Access RO Gateway RD Licensing PERVI2RDSAUTOMATECHLOCAL e
PSRV1ZRUS AUTOMATECHLOCAL Windows PowerShell (106}
FARVIZRDS AUTOMATRCHLOCAL Wirdorwes PowerShell ISE
m Windows PowerShel IS (<56)
| Wirdows Server Backup

RD Connection Broker
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STEP 39: Upon successful configuration and licensing of Remote Desktop Services you will see a healthy RD Licensing
Diagnoser status with green check mark, as pictured below.

Ele Action Virw Help

‘"’ =

(93 RO Licenung KD Licerising Diagrioser { PSRVLZRDS )
ﬂ RD iy O . K H = fer s Remote ort Hosl server.
@ FD liernang dartfy Ay Anmotn Desitop Snasion Host server =

Flemote Desktop Session Host Server Configuration Details

: PsAVIZRDS
' Humber of bosrses salable o chents: 50
Remote Desktop Sesson Host server version.  Windows Server 20122
Active Dwnctory doman: AutomaTech
Licerisng mode. Per User B

ng Diogr

| The o ; g L . T st ik the riame of | [¢

TR Rea T |

STEP 40: The final step will be to test the Remote Desktop connection. Execute mstsc.exe from the Run command or
launch from the Start Screen to open the Remote Desktop Connection client application.

@ Type the name of a pregram, felder, decument, or Internet

resource, and Windows will open it for you,

Open: | mstsc.exe v

@ This task will be created with administrative privileges.
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STEP 41: Enter the Fully Qualified Domain Name of the Remote Desktop Server that you are going to connect to. Click
the Connect button to launch the Windows Security window.

& Remote Desktop Connection \;‘i-

| Remote Desktop
“>¢) Connection

Computer: | PSRV12ZRDS AutomaTech local W

Username:  Mone specified

You will be asked for credentials when you connect.

(> Show Options Connect | | Help

STEP 42: Enter the credentials for the Proficy User that was created in the earlier steps at the Active Directory Domain
Server level and click OK to connect.

Windows Security .

Enter your credentials

These credentials will be used to connect to
PSRV12RDS AutomaTech. local.

AutomaTechyAdministrator

| AutomaTech'\Proficy |

Domain: AutomaTech

Connect a smart card

[] Remember my credentials

OK | | Cancel
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STEP 43: You will now see the Remote Desktop Session created for the Proficy Domain User, as pictured below. You
now have successfully followed the steps required to setup and connect to a Windows 2012 R2 Server using Active
Directory and Remote Desktop Services!

Host Name: PSRV1ZRDS
IP Address: 192.168.168.27
User Name: Proficy

=R Windows Server 2012 R2
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3. Installing, Configuring, and Activating GE Advantage Licensing on a Local License
Server for use with GE Proficy SCADA Thin Clients

Now that the Domain Controller Server and Remote Desktop Server have been successfully configured, you
are ready to begin installing GE Software and Licensing. You will start by installing the necessary Proficy
Licensing components on the Servers. The Domain Controller Server will act as the Proficy License Server
and the Remote Desktop Server will act as the License Client where the applications will run. The License
Client will periodically verify active licenses with the License Server, as depicted below.

8L

Domain Controller Serw Remote Desktop Server
is License Server Is License Client
Install Proficy License Server Install Proficy License Managsr
] Pr::ﬁcy License Server
Configuration Tool

To download the latest Proficy Licensing Software and for detailed instructions on installing and activating
Proficy Licensing software please visit the GE Customer Center: https://ge-ip.force.com/communities or the
GE Support Site: http://support.ge-ip.com/licensing. This app note follows the Online Activation procedures
for when an Internet connection is available on the network. For Offline Activation procedures please refer
to the Proficy Licensing software documentation.
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STEP 1: Login to your Domain Controller Server computer as the Domain Administrator.

'?: Host Name: PSRV1ZDC
Thia B IP Address: 192.168.168.26
User Name: Administrator

=R Windows Server 2012 R2

= 3 {5 G

STEP 2: Run the Proficy Licensing Installation application, select the Install License Server option.

Proficy Common Licensing -
=
Intelligent Platforms, Inc. = i Install License Server
<2
Licensing

Proficy” Licensing
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STEP 3: After a few moments you will be notified that the Installation has completed, click the Finish button to
complete the Proficy License Server installation.

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Proficy
License Server, Click Finish to exit the wizard.

| | Cancel

STEP 4: Launch the Windows Services and observe that the Proficy License Server service Status is listed as Running.

File Action View Help

N EEEEN EERE

% Senices (Loca) | e o ———

Proficy License Server Mame - Description Status Startup Type
Sg Performance Counter DLL ...  Enables rem... Manual Lec

Stop the service ng Performance Logs & Alerts  Performanc... Manual Loc
Restart the service

igép\ug and Play Enablesac.. Running Manual Loc
S;,} Portable Device Enumerator... Enforces gr.. Manual (Trig...
Description: Qb Power Manages p...  Running  Autornatic Loc
Manages pools of licenses for devices. ng Print Spocler This service .. Running  Automatic
‘. Printer Extensions and Motif... This service ... Manual
S;,} Problem Reports and Soluti..  This service ... Manual
* 3 Proficy License Server .. Running Automatic
% Remote Access Auto Conne... Creates a co... Manual
‘% Remote Access Connection... Manages di... Manual
S;,} Remote Desktop Configurat.. Remote Des.. Running  Manual
% Remote Desktop Services Allows user..  Running  Manual
£ Remote Desktop Services U... Allowsther.. Running  Manual
S;g Remote Procedure Call (RPC) The RPCSS.. Running  Automnatic
iS;;Ramote Procedure Call (RP... InWindows... Manual
% Remote Registry Enables rem... Automatic (T..
?S;;Re;ultant Set of Policy Provi.. Provides a n.. Manual
‘% Routing and Remote Access  Offers routi.. Disabled
Q,} RPC Endpoint Mapper Resolves RP.. Running  Autornatic
% Secondary Logon Enables star... Manual
<] n

Extended /{ Standard /
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STEP 5: Login to your Remote Desktop Server computer as the Domain Administrator.

'r! Host Name: PSRV1ZRDS
This P IP Address: 192.168.168.27
User Name: Administrator

=R Windows Server 2012 R2

STEP 6: Run the Proficy Licensing Installation application, select the Install License Client option.

Proficy Common Licensing
o Install Licensing Client
Intelligent Platforms, Inc. =L i
<
Licensing

Proficy” Licensing
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STEP 7: Click through the prompts, accept the License Agreement, and click Install to install the Proficy Common
Licensing application.

Proficy Common Licensing - InstallShield Wizard

Ready to Install the Program
The wizard iz ready ta begin installation.

Click Install to begin the installation.

If wou want to review or change any of your installation sethings, chick Back. Click Cancel to exit
the: wizard.

Installshisld

< Back || Install | | Cancel

STEP 8: Click Finish to complete the Proficy Common Licensing installation.

Proficy Common Licensing - InstallShield Wizard

Install5 hield ‘Wizard Complete

The InstallShield Wizard has successfully installed Proficy
Comrman Licenzing. Click Finish to exit the wizard.

< Back Cancel
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STEP 9: On the Start Screen, you will notice two new applications have been installed in the Proficy Common folder.
Click the License Server Configuration icon.

uler

e Performance Monitor e ws Firewall with Advanced.., #4=1 Command Pros

ﬂ' RD Licensing Mhagnoser  NEw e Wi ¢ Dhagnostc . R Windows M E Control Panel

. Caleulator ; B octout progra

B Choracter Map . File

; ey
ﬁ Math Input Parw] . k’?) Help and &

Magniber B i

1 W Marrator g Task Manager
-

Conbiguration m License Manager NEW Re are I,: This PC

Information @ License Ser hguration NEW

®

STEP 10: You will be notified that a Server Comm Failure occurred because the application is trying to communicate
with a License Server running on the local machine, which does not exist. Click OK to accept the message and launch
the Edit Server Connection Settings screen.

Server Comm Failure -

|' > h url:http://localhost: 3333 fnefxml/properties: The url you entered
\ cannct be reached or message has timed out.
WebException is: Unable to connect to the remote server

oK
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STEP 11: Update the settings to point to the Server Name or IP Address of the Domain Controller Server. Click the
Verify Connection button to test the connection and click Save to accept the changes.

T Proficy License Server Configuration Tool \;Ii-

<M

YQ, Edit Server Connection Settings

Enter License Server Connection Parameters

Server Name or IP address (ex 192 168 0.1 or localhost): 192,168.168.26

VERIFY CONNECTION |
Server port number (1-99999, ex. 3333): 3333 )

Connection verified. ONLINE

o If your connection test fails, ensure that your server was installed correctly, and that the pert number is open
for communications.
The license server software is included in the Proficy Licensing install. You can get the license server software by
downloading from http://support.ge-ip.com/licensing (registration required).

® 2015 GE Inteligent Platforms, Inc. All Rights Reserved. Version: 14.8.419.0

STEP 12: Click the < MANAGE link in the upper left corner to view the License Server Manager Overview screen. Take
notice of the status bar at the top of the window. You are now connecting through the network to remotely access
the License Server service running on the Domain Controller Server computer.

T Proficy License Server Configuration Tool \;Ii-

Licenze Server IP Address: 192.168.168.26 License Server Port: 3333  License Server Name: Local_Server Licenze Server ID: 000C29A9F3F1 Server Status: Connected | ® HELP

Q, Manage a License Server

Select an Action

ADD LICENSES TO SERVER
Add licenses to the pool that is controlled by the license server.

VIEW SERVER LICENSE LIST
View the list of product licenses available on the server.

VIEW CLIENT COMPUTER LIST REMOVE LICENSES FROM SERVER
View the list of computers that are using licenses allocated by this Return licenzes so that they may be allocated to another server or
server. device.

REFRESH SERVER
Refresh the server licenses from the GE Intelligent Plaiforms license

server in the cloud.

View Server Logs and Settings

VIEW ERROR LOG
View the server error log.

EDIT CONNECTION SETTINGS
View or change the server connection seftings.

VIEW SERVER CONFIGURATION
View the server configuration information.

VIEW ACCESS LOG
View the server access log.

® 2015 GE Inteligent Platforms, Inc. All Rights Reserved. Version: 14.8.419.0
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STEP 13: Click the Add Licenses to Server button in the Manage Licenses section. The Add Licenses to Server window
will appear, take notice this system is Internet connected and will allow us to perform Online Activations.

T Proficy License Server Configuration Tool I;Ii-—

£ MAI

Q, Add Licenses to Server

Follow the steps to add Activation Codes to the License Server

Current Connection Status Enter the Activation Codes for your products.

Activation Codes can be found in the confirmation email that you received with your order.

- - - Total Requested: 1 [i ]

g

INTERNET |L‘J ADD CODE To add multiple codes, press Add Code after each code entry.

CONNECTED Codes to Activate
'y
“->

i=

—
S—
INTRANET

CONNECTED

When all codes have been entered, press Next

© 2015 GE Inteligent Platforms, Inc. All Rights Reserved. Version: 14.8.419.0

STEP 14: Type in or paste in your activation codes and quantities then click the Add Code button. You will see a
summary of codes listed that will be used for activation.

5 Proficy License Server Configuration Tool I;li-

License Server IP Address: 192.168.168.26 License Server Pork: 3333  License Server Name: Local_Server License Server ID: 000C29A9F3F1  Server Status: Connected | @ HELP

€ MANAGE

2
19, Add Licenses to Server
Follow the steps to add Activation Codes to the License Server

Current Connection Status Enter the Activation Codes for your products.

Activation Codes can be found in the confirmation email that you received with your order.

- - - Total Requested: 1 0

g

INTERNET L:J ADD CODE To add multiple codes, press Add Code after each code entry.

CONNECTED Codes to Activate

[:\ I : |
@ vou I : 1

f=

—
—
INTRANET

CONNECTED

When all codes have been entered, press Next NEXT

® 2015 GE Intelligent Platforms, Inc. All Rights Reserved. Version: 14.8.419.0
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STEP 15: Click Next to complete the activation, when successful you will be notified on the screen when each part of
the activation process has completed.

Proficy License Server Configuration Tool I;Ii-—

e

Licenze Server IP Address: 192.168.168.26 License Server Pork: 3333  License Server Name: Local_Server Licenze Server ID: 000C29A9F3F1 Server Status: Connected I @ HELP

€ MANAGE

]
Q, Add Licenses to Server
Follow the steps to add Activation Codes to the License Server

Current Connection Status Sending License Request to the Local Server

Sending Activation Codes to Intranet Server.. Done
'@ Assembling License Request from Intranet Server... Done
Sending License Request to Internet Server.. Done
INTERNET - .
Retrieving License Response from Internet Server. Done
C\ Sending License Response to Intranet Server... Done
. You
=0
-«
Ea Intranet Server licenses have been modified. View Licenses
—
S—
INTRANET
BACKTOADD CODES | | DONE

© 2015 GE Inteligent Platforms, Inc. All Rights Reserved. Version: 14.8.419.0

STEP 16: Click View Licenses to view the newly installed licenses on the Local License Server. You will notice each
license status is shown as Available, they are now ready to be assigned to the License Client. This application note
demonstrates activation of Terminal Services Client licenses for both iFIX and CIMPLICITY.

Proficy License Server Configuration Tool I;Ii-

e

License Server IP Address: 192.168.168.26 License Server Port: 3333 License Server Name: Local_Server License Server ID: DODC29A9F3F1  Server Status: Connected | ® HELP

€ MANAGE

1Q, View Server Licenses

Server License List ®) rerresH pata (£ SAVE LIST To FILE
Product Name Description Total Available Activation Code Details
Proficy iClient English iClient v5.8 Thin-Terminal Services Development English 10 Client Demo License 1 1 I  Show
Proficy HMI/SCADA - CIMPLICITY English  Cimplicity v9.0 Viewer Development/Runtime Standard Viewer English 10 Terminal Services D... 1 1 I  Show

@ 2015 GE Inteligent Platforms, Inc. All Rights Reserved. Version: 14.8.419.0
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STEP 17: Return to the Start Screen, click the License Manager icon.

® 8-

nitor Command Pros

8 Control Panel

Caloulator i W : Defaull Prograr

File

Character Map
Math Inpul

epad é-’ L
ﬁ" Marmator

2 Manager NEW

R0 @R 8 |

guration

STEP 18: When running in a Virtual Machine you will be notified that you will need to change your settings to use a
Local License Server. Click OK to accept the notification and click Continue to acknowledge the licensing messages.

Error -

) 1 Proficy Licensing detected a Virtual Machine. Please change your
@/ settings to use a local license server.

PROFICY LICENSE MANAGER X

If you received a hardware key, please plug it in now, wait a few seconds for Windows to
recognize it, and choose Restart Application. f not, choose Continue.

® [T Manage Licenses is disabled in the License Manager application, then your
license is already activated.

@ [T Manage Licenses is available, or if you did not receive a hardware key, please
proceed with the activation instructions you received in the e-mail with your order.

hardware key or a license server. You can get the license server software from hitp-/f

o Since you are running inside a virtual machine, you will need to use either a
support.ge-ip.com/licensing (regisiration required).

[] Don't show me this again.

CONTINUE RESTART APPLICATION
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STEP 19: You will be directed to the Change Settings window, by default the Licensing software wants to use the GEIP
License Server on the Internet.

License Source: No License Proficy Computer ID:
R&.«& -
a& Change Settings

PSRV12RDS

MachineName
MachineName/PSRV12RDS @

Device Name:
Device Location {optional):

This Device Alias will be:

Choose a License Activation Source:
@® Use GEIP License Server on the Internet
Use the GEIP License Server on the internet (Online).
O Use an intranet license server on the local network

Use a license server on the local infranet (Online). This is required if you are
inside a virtual machine and are not using a hardware key.

© Do not use a license server
This machine is not connected to a license server (Offline). Must use a file.

® 2015 GE Intelligent Platforms, Inc. All Rights Reserved.

License Type: No License Creation Date: No License

Y EL ¥y pRINT @-X

| VERIFY CONNECTION |

If Using an Intranet Server:
License Server URL: @

Port Number:

I Using Files

Use this location for files:

REVERT | | save

Version: 14.8.419.0

STEP 20: Select the option to Use an intranet license server on the local network, set the License Server URL to
include the IP Address of your License Server (the Domain Controller Server computer). Click the Verify Connection
to test the connection and click the Save button to complete the configuration, as pictured below.

License Source: No License Proficy Computer ID:
R&.«& -
a& Change Settings

PSRV12RDS
MachineName
MachineName/PSRV12RDS @

Device Name:
Device Location {optional):

This Device Alias will be:

Choose a License Activation Source:
O Use GEIP License Server on the Internet
Use the GEIP License Server on the internet (Online).
® Use an intranet license server on the local network

Use a license server on the local infranet (Online). This is required if you are
inside a virtual machine and are not using a hardware key.

© Do not use a license server
This machine is not connected to a license server (Offline). Must use a file.

® 2015 GE Intelligent Platforms, Inc. All Rights Reserved.

License Type: No License Creation Date: No License

Y EL ¥y pRINT @-X

| VERIFY CONNECTION |

Connection Test Sucessful

If Using an Intranet Server:
License Server URL: @  http://192.168.168.26

Port Number: 3333

I Using Files

Use this location for files:

REVERT

Version: 14.8.419.0
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STEP 21: Click the < WELCOME link in the upper left corner to view the Proficy License Manager Overview screen.

License Source: icense Proficy C License Type: No License Crea

i"-\ Welcome to Proficy License Manager

What would you like to do?

qq View Licenses ?—'- & ' Manage Licenses q;.Q‘t Change Settings
e

See the current licensed products and Activate or Deactivate product licenses for Change License Manager seftings.
options available on this computer. this computer or a hardware key plugged in

to this computer. Manage Licenses for
VIEW LICENSES

another computer or device

MANAGE LICENSES CHANGE SETTINGS

15 GE Intelligent Platforms, Inc. All Rights Reserved Version: 14.8.419.0

STEP 22: Click the Manage Licenses button to open the Manage Licenses screen.

License Source: No License Proficy Computer ID: License Type: No License Creation Date: No License

$2) Manage Licenses

Select an Action

For Licenses that will be used on this computer: For Licenses that will be used on another (offline) computer:

ACTIVATE ACTIVATE (OR REFRESH) BY FILE

Click fo Activate a license that will be used on this computer or on a Click to allow this computer fo send a license request for a computer or
hardware key currently attached to this computer. dongle which iz not able to communicate with the license server. You
must have the request file from the other computer.

RETURN

Click fo return a license that will no longer be used on this computer or
on a hardware key cumently attached to this computer. Allow the
license to be used on another computer or dongle.

RETURN BY FILE

Click to allow this computer to send a retum license request so that the
license can be used on another computer or dongle. You must have the
request file from the other computer.

REFRESH
Click fo refresh the existing license for this computer.

erver:

MANAGE
Click fo manage the licenses and devices on a license server. Allocate product licenses to specific computers or hardware keys.
Change your computer setfings to activate licenses using a license server to enable this feature.

15 GE Intelligent Platforms, Inc. All Rights Reserved Version: 14.8.419.0

AutomaTech Application Note —July 2015
AD DS, RDS, & Thin Clients on Server 2012 R2 Page 48 of 68



Aut_maTech®

We Make Plant Information Flow

STEP 23: Click the Activate button to open the Activate a License screen.

License Source: No License Proficy Computer ID: 271JMTZ2000Z License Type: No License Creafion Date: No License

Y EL

€ WELCOME € MANAGE

92 Activate a License

the steps to ac

@ Required Steps 9 Extra Offline Steps

This computer is currently You will need the confirmation email
V Online from GE Intelligent Platforms to
- = continue
Your options are:
- Click the Change Alias button
to change the device
description

Please click the button below to
enter activation code for the
product that will be installed on this
machine.

If you would like fo acfivate licenses
on a hardware key, please ensure
that it is attached to this machine.
If necessary, please close this
program and plug in the hardware
key. Restart the Proficy License
Manager.

- Continue to the next step to
enter your acfivation codes.

Your computer alias (nickname) is

DefaultLocation/Computer

CHANGE ALIAS ENTER ACTIVATIONS

® 2015 GE Intelligent Platforms, Inc. All Rights Reserved.

@ Server and Alias @ Enter Activation Codes There is no license information available.

Eornr @ — X

View Licenses

Version: 14.8.419.0

STEP 24: Click the Enter Activations button and you will be prompted with the Select Products

to Activate window

which provides a summary of the licenses installed on your Local License Server. Check the boxes to select both

Product Names. Click OK to accept the selections.

Available Licenses
[] Product Name
Proficy iClient English

Description Activation Code

iClient v5.8 Thin-Terminal Services Development English 10 Client Demo Li... I

Proficy HMI/SCADA - CIMPLICITY English Cimplicity v9.0 Viewer Development/Runtime Standard Viewer English 10 T... NN

SELECT PRODUCTS TO ACTIVATE X

) REFRESH DATA

AutomaTech Application Note —July 2015
AD DS, RDS, & Thin Clients on Server 2012 R2

Page 49 of 68



Aut_maTech®

We Make Plant Information Flow

STEP 25: Click the Activate button on the Enter Activation Codes window, you will be prompted that the licenses were
successfully added, click OK. Notice the licenses are now listed in the Your Licensed Products section.

Command Successful

It rnay take up to a minute for your licenses to appear.

The Product License(s) were successfully added to the Local Server list.

License Source: SW License Proficy Computer ID: 271JMTZ2000Z License Type: Leased Creation Date: 01 Jul 2015

€ WELCOME € MANAGE LICENSES
92 Activate a License

Follow the steps to activate licenses

This computer is cumently You will need the confirmation email
B from GE Intelligent Platforms to
“ Online

continue
Your options are:

- Click the Change Alias bution
to change the device
description

@ Required Steps: 9 Extra Offline Steps

Please click the bution below to
enter activation code for the
product that will be installed on this
machine

If you would like to acfivate licenses
on a hardware key, please ensure
that it is attached to this machine.
If necessary, please close this
program and plug in the hardware
key. Restart the Proficy License
Manager.

- Continue to the next step to
enter your activation codes.

‘Your computer alias (nickname) is

DefaultLocation/Computer

CHANGE ALIAS ;

® 2015 GE Intelligent Platforms, Inc. All Rights Reserved.

ed Products

License Updated Successfully on 7/2/2015 to
contain:

Your Lice

Proficy iClient English - iClient v5.8 Thin-Terminal Se

o IE— »

View Licenses

Version: 14.8.419.0
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STEP 26: Click the < WELCOME link in the upper left corner to return to the Proficy License Manager Overview screen
and click the View Licenses button to open the View Licenses screen, as pictured below. You will notice that licenses
have successfully been added for both 10 iFIX Terminal Services connection and 10 Cimplicity Terminal Services

connections, successfully completing the Proficy Licensing process!

€ WELCOME

Q‘\ View Licenses

Your Licensed Products

[ SHOW ALL PRODUCTS )

CIMPLICITY
iFIX

License Information
IFIX
License Expiration
Licensed Version
MNumber of Terminal Server Connections
Number of Unit Blocks
MNumber of Process Database Blocks
MNumber of Drivers Allowed
Number of OPC Connections

Number of Web Server Connections

Product Options
Networking
Classic Historian - Historical Trend Reporiing
ODEC Actess to Ihe Process Dalabase
Recipes
Fault Tolerant Compuler Support
Windows Security Synchronizer
FIX Graphics
OFC Connections
SQL Database Blocks
Workspace (GUI)

Terminal Server

License Source: SW License Proficy Computer ID: 2T1JMTZ2000Z  License Type: Leased Creation Date: 01 Jul 2015

CSNiCustomer Info: AutomaTech Inc.

License Number

2T1JMTZ2000Z

| K save oy pronT ®-X

Lease Expiration: 24 Jul 2015

License Version: 3

(©) REFRESH DATA

iClient v5 8 Thin-Terminal Services Development English 10 Client Demo -~

License

No Expiration
538

12

Unlimited
Unlimited

0

10

0

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

£ WELCOME
Q‘\ View Licenses

Your Licensed Products

[ SHOW ALL PRODUCTS |
CIMPLICITY
FIX

®2015 GE Inteligent Platforms, Inc. All Rights Reserved.

License Information
CIMPLICITY
License Expiration
Number of Licensed Points
Number of CNC Connections
Number of System Sentry Nodes
Number of WebView Connecfions
Number of Terminal Server Connections
MNumber of ThinView Connections
Number of GlobalView Conneclions
Number of Marguee Devices

Licensed Version

System Type

Development Viewsr

Product Options
OPC Server
Stratus Computer

Terminal Services.

License Source: SW License Proficy Computer ID: 2T1JMTZ2000Z License Type: Leased Creation Date: 01 Jul 2015

CSN/Customer Info: AutomaTech Inc.

License Number:

271JMTZ2000Z

| K save o prant @-X

Lease Expiration: 24 Jul 2015

License Version: 3

) REFRESH DATA

Cimplicity v8.0 Viewer Development/Runtime Standard Viewer English 10 =
Terminal Services Demo License

No Expiration

Unlimited

Enabled

Enabled
Enabled

Enabled

Version: 14.8.419.0
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4. Overview of Installing and Configuring GE Proficy HMI/SCADA iFIX for use in a
Remote Desktop Services Environment

This section provides a very high level overview of the steps for deploying Proficy HMI/SCADA iFIX in a
Remote Desktop Services (formerly Terminal Services) Environment. For additional considerations, detailed
configurations, compatibility requirements, and best practices when working with Terminal Services please
refer to the iFIX Electronic Books included with the product or available on the GE Support Site:
http://support.ge-ip.com

STEP 1: Insert or connect the Proficy HMI/SCADA iFIX 5.8 media to the Remote Desktop Server computer. Click the
Install iFIX 5.8 option on the splash screen and follow the prompts to complete the installation. NOTE: iFIX 5.8 as
released only supports Windows Server 2012, iFIX 5.8 SP1 is required for Windows Server 2012 R2 support. A reboot
will be required after completing the iFIX 5.8 installation.

GE
Intelligent Platforms, Inc.

Support VWeh Site

ViewiEIXreleasenotes

Browse the DD

installlEroncy i KiataProvider

installlEroncy kB XSSeiceProvider;

P rOﬂ Cy* InstallWVorkiowamgaeritd

HMI/SCADAFIX 5.8 .
Exit
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STEP 2: After rebooting, install iFIX 5.8 SP1 and the latest SIMs. Follow the prompts to complete the installation and
you will be prompted again to restart the computer.

Proficy HMI/SCADA iFIX SIM - InstallShield Wizard -

Welcome to the InstallShield Wizard for Proficy
HMI/SCADA iFEX SIM

The InstallShild® \wizard will install Proficy HMI/SCADA
iFI SIM on pour computer, To continue, click Mest.

<Back [} Meat> || Cancel

STEP 3: After rebooting you will need to build the necessary number of SCUs for your deployment based on
requirements for Users, Roles, Projects, Security, etc. in your system architecture. For this example, two simple SCUs
have been created, one for the iFIX Service account (RDSBOOT) and another for the Client access (RDSCLNT). Two
project folders have been created with the appropriate iFIX files for RDSBOOT and RDSCLNT, as pictured below.

LN AL Projects I;Ii-
Home Share View il 0
i(.) * 1 | . » ThisPC » Local Disk (C) » Projects v C..| | Search Projects =] |

7 Favorites Nare Date modified Type Size
B Desktop . RDSBOOT File folder |
4 Downloads . RDSCLNT File folder
2 Recent places
18 This PC
Gh Network
2items 4= =
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STEP 4: Open the RDSBOOT.SCU and edit the Local Startup properties. Assign a Node Name to identify the local
session for the Remote Desktop Services Server (like RDSSRV) and link the RDSBOOT.SCU Configuration File for the
Service account, as pictured below. Check the boxes for Continue running after Logoff and Start iFIX at system
boot to ensure that iFIX runs as a Service and starts automatically without user interaction.

o SCU - RDSBOOT -|0] X
File Configure Help
Configuration File for Node FIX

Local Startup Definition

Local Wode Mame: |HD55HV |
Local Logical Mame: |HD55HV |
Configuration File: [{D5BO0TYLOCALNRDSBOOT.SCU [ ]

Service

Local Mode Alias Continue running after Logoff

Rl
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STEP 5: Open the RDSCLNT.SCU and confirm that Workspace.exe is listed in the Task Configuration to ensure that iFIX
Workspace starts when clients connect to the Remote Desktop Server.

SCU - RDSCLNT

File Configure Help
Configuration File for Node RDSBOOT
AR Task Configuration
e Start Lp Mod
—= Filename: [C:\PROGRAM FILES [<BERPROFICPE|[ ] T 7o
D 2 ) Minimized

Command Line: |

(®) Nomal

Configured T asks:
CAPROGRAM FILE

4dd

Cw ] [Gow] [ ]
SR &R

STEP 6: Reboot the server, with the updated configuration iFIX will start automatically at system boot. Open the
Windows Services to confirm that iFIX is running, as pictured below.

= =

“ Problem Reports and Solutions...

:«7 Proficy HMI/SCADA iFIX server

5 Proficy iFIX Background Sched...
£ Proficy iFIX OPC Alarms and Ev...
4 Proficy iFIX OPC Data Access 5...

5 Proficy Licensing

5 Remote Access Auto Connecti...

. Remote Access Connection Ma...

% Remote Desktop Configuration

5 Remote Desktop Connection B...

. Remote Desktop Licensing

“ Remote Desktop Management
% Remote Desktop Services

5 Remote Desktop Services User...
<

Q. Services
File Action View Help
G EEE e
&4 Services (Local) O (Local)
Proficy HMI/SCADA iFIX server MName - Description Status Startup Type I~
i Perfarmance Counter DLL Hast  Enables rem... Manual |
Stop the service % Performance Logs & Alerts Performanc... Manual |
Restart the service 5 Plug and Play Enablesac.. Running Manual |
‘. Portable Device Enumerator Se...  Enforces gr..  Running  Manual (Trig... |
Description: 4 Power Manages p...  Running  Automatic |
Manages Proficy HMI/SCADA iFIX % Print Spooler This service .. Running  Automatic |
ServIces 5 Printer Extensions and Notificat.. This service ... Manual |
|

This service ...
Manages Pr...

Processes iF...
Provides ala...
Provides da...
Manages Li...
Creates a co...
Manages di...
Remote Des...
Enables a us...
Provides re...
Manageme...
Allows user...
Allows ther...

Manual

Running  Automatic

Manual |
Manual =
Manual [
Running  Automatic |
Manual |
Manual |
Running  Manual |
Running  Automatic |
Running  Automatic |
Automatic (D... |
Running  Manual |
Running  Manual I'o

Extended AStandard/
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STEP 7: On the Start Screen, browse to the Proficy HMI SCADA - FIX 5.8 folder and click on the Startup Profile
Manager icon.

S My-T-Soft Logon Utilities  New

My-T-50it Setup  NEW HX 58 New

My-T-Soft Welcome Hew m iFIX Wo
% Login HEW

entation I? OPC Help B Choracter Map WordPad

ager Ve C PowerTool NEW B Math input |

Confguration 8] -1 L ad Magnihier

£
B

Marrator

Licensing Information  NEW ! re Wizard NEW % Startup Profile ager NEW

=] |@ o -

My-T-5cil NEwW hala Server Installer NEW E stermn Conbguration MEwW

STEP 8: Notice by default, the Startup Profile manager is blank, you will have the ability to link iFIX Project Files and
SCUs like the ones created in the earlier steps. The Startup Profiles allow you to associate Windows Users with a
specific iFIX Project Configuration. For complete details on working with the Startup Profile Manager and iFIX Projects
please refer to the iFIX Electronic Books.

i Startup Profile Manager == -
File Settings Help
iFl= Startup Profiles
Windows User . | iFlx Modename 5CU File 5CU Des ~
Add...
v
< m >
Default SCU: <MNone> | Close
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STEP 9: In this application note, we configure a very simple iFIX Terminal Services setup using the Startup Profile
Manager. We will configure a default SCU for the iFIX Service and another SCU for the Proficy User that was created in
the earlier steps. Click the Settings option in the Menu Bar and select Default Startup Profile to open the Default
Startup Profile options window. In the Default Service SCU section, specify a Service NodeName and Service SCU File,
as pictured below. Click OK to accept the changes.

Default Startup Profile

Default Client SCLU

The Default SCU, if enabled, will determine the iFlx Starup configuration for Windows users who are not
configured within the Startup Profile Manager application. The default iIFE< Nodename will be the Windows
username, truncated to § characters.

[1Enahle Default SCU
Default SCU File:
SCU File Description:

Default iFlx Startup Options

The following iFl< Startup Option settings will be applied to all Windows users who start iFl< but are not
configured within the Startup Profile Manager application.

[ Allow User to Run Sample System
[ Allow User to bModify Modename and SCU

Default Service SCU

The Default Service SCU, if enabled, will determine the iFl< Startup configuration for services running on this
machine. The default iFlx Modename will be the service name truncated to 5 characters.

Default Service Startup Parameter

Service ModeMame: |RDSBOOT

Service SCU File: C\Projects\RDSEOOT\LOCALYRDSBO0T SCU | B
SCU File Description:  Configuration File for Node RODSBOCT

(0] Cancel Help
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STEP 10: You will now link a profile to the Proficy User. Click the Add button to launch the Add Startup Profile window.
You will notice you can browse the local computer or the Domain accounts by clicking the List Domain Members
button. Browse the Domain and select the Proficy User that was created earlier. Browse to the RDSCLNT.SCU file that
to link these two together, as pictured below. You can edit the other settings if necessary based on the user, click OK
to accept the changes and add the profile.

Add Startup Profile

Darmain: AutomaTech List Diarmain Members

melect aWindows user from the list. or enter user name manually:
Administrator

Guest

krbtgt

LocalAdmin

Froficy

Wlindows User: | Fraficy |

iFl+ Modename: |F"r|:|fi|:y |

SCL File:

| CAFrojects\RDECLNTWLOCALRDSCLNT SCL

SCU Description:  Canfiguration File for Mode RDSBEOOT

iFl Startup Options
[l Allow user to run Sample System

vl Allow User to Modify Nodename and SCU

Add Erofile Ok

Cancel

Help
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STEP 11: You can add the necessary number of profiles to the Startup Profiles list to fit your system architecture. Save
the changes in the Startup Profile Manager and click Close.

o Startup Profile Manager == -
File Settings Help
IFlx Startup Profiles
Windows Uzer . IFI< Nodename SCU File SCU Des ~
Froficy PROFICY C:\Proje SCLMTSLOCALMRDSCLM Configuration File Add..
Edit..
Remowve
Help
b
< m >
] Cloze
Default SCL: <Mone»
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STEP 12: Launch a Remote Desktop client session and login to the Remote Desktop Server as the Proficy User.
Based on the permissions, you will be brought to the Desktop.

Host Name: PSRV1ZRDS
IP Address: 192.168.168.27
User Name: Proflcy

=R Windows Server 2012 R2

5 T - - [ B

STEP 13: Double-click the iFIX 5.8 icon located on the desktop to open the Proficy iFIX Startup window. Based on the
configuration in the Startup Profile Manager, you will see the appropriate node name and SCU file has been linked to
this user.

Proficy iFIX Startup -

-
Fi
{ ]

Proficy iFl=

'm Start Proficy iElX with theze settings:

Ega Mode Mame: |FROFICY

SCUFile | CAProjects\RDSCLNTALOCALYRDSCLNT SCU v[]

Description:  Configuration File for Hode RDSEOQT

sScU
B BRunthe System Configuration Ltiliby

- e ) )
-! b -ll Allowz vou to configure the iFIx spstem,

Desktop Shortout
Create a desktop shartcut

L% Create a shortcut on your desktop using the settings listed above.

[] Dan't show this dislog box again; always start Proficy iFlx
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STEP 14: Click the orange Start Proficy iFIX with these settings button to launch the iClient session for this user. You
will now see the iFIX Remote Desktop session for this user, successfully completing the basics of configuring iFIX in a
Remote Desktop Services environment!

Node Name: PROFICY
User Name: PROFICY
SCADA Tag: 186.39
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5. Overview of Installing and Configuring GE Proficy HMI/SCADA CIMPLICITY for use in
a Remote Desktop Services Environment

This section provides a very high level overview of the steps for deploying Proficy HMI/SCADA CIMPLICITY in
a Remote Desktop Services (formerly Terminal Services) Environment. For additional considerations,
detailed configurations, compatibility requirements, and best practices when working with Terminal
Services please refer to the CIMPLICITY Electronic Books included with the product or available on the GE
Support Site: http://support.ge-ip.com

STEP 1: Insert or connect the Proficy HMI/SCADA CIMPLICITY 9.0 R2 media to the Remote Desktop Server computer.
Click the Install CIMPLICITY Viewer option on the splash screen and follow the prompts to complete the installation.
NOTE: You also have the option to perform a full CIMPLICITY Server installation if you require access to the CIMPLICITY
development environment like Workbench and CimEdit.

GE Install CIMPLICINY A2 RZ2 Server,
Intelligent Platforms, Inc.

installNracker:

Install Alanm Gast

install N argueeanager;

Install SQIL Express 2012

View README File
S View Getting Started

Proficy” HMI/SCADA - e

Browsethe Gh

CIMPLICITY 9.0 R2
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STEP 2: After completing the installation and rebooting, install the latest CIMPLICITY SIM. Follow the prompts to
complete the installation process.

HMI-9.0.000007 - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield ‘Wizard has successfully installed
HbI-3.0.000007. Click Finish to exit the wizard.

< Back Cancel

STEP 3: Now you will need setup CIMPLICITY to run as a Windows Service. Click CIMPLICITY Options from the Start
Screen.

pogon Utiities NEW ) A ‘-: DCEss . L

elup NEW 8 4 & 5 NEW ol m Characler Map
“ : 5

jelcome NEW L 0g NEW ¢ B4 Math input Panel

I? 2 D anual

il Platforms Up... NEW 8 HEW izard NEW % Startup Profle Manager

umentation £ hgurabion NEW ler NEW

B8 integrate with Windows Fire.. NEw

L Login Pane

Bl ot cont
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STEP 4: Switch to the Startup Options tab and select the Start as viewer option in the System boot options section.
Click OK to accept the changes and reboot the computer.

Historian Connections |
Projects |

Computer name: PSRV1ZRDS
Metwork options

[#] Azcapt connections
[] Use secure sockets

System boot options
) None

WebView/ThinView |

Broadcast Sessions

Startup Options |

Securty

I Hosts

(®) Start as viewer

[] Allow compressed connections

[#] Allow uncompressed connections

[] Prefer compressed connections

. X
Compression value:

() Start projects

Add...

STEP 5: Return to the CIMPLICITY Options and confirm that VIEWER is present in the Running Projects list on the
Projects tab, as pictured below.

Historian Connections I

WebView/ThinView |

Broadcast Sessions

Projects |

Startup Options I

Securty

I Hosts

Computer niame : [PSRV12RDS

Y|

Connect

Running projects

VIEWER

Start Viewer
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STEP 6: Launch a Remote Desktop client session and login to the Remote Desktop Server as the Proficy User. Based
on the permissions, you will be brought to the Desktop. A CIMPLICITY CimView shortcut was manually copied to the
Desktop after installation.

Host Name: PSRV1ZRDS
IP Address: 192.168.168.27
User Name: Proflcy

=R Windows Server 2012 R2

Eoa - [

STEP 7: You now can connect to CIMPLICITY projects running on the network. Click Point Control Panel from the Start
Screen to launch a new Point Control Panel window.

Alarm Sound Ma : P rol  KEW

L Setup NEW — Alarm Viewer NEW Show Users HEW

ol w NEW B Cmlayout New

ligent Platlorms Up... NEW CimView  NEW M e Wizard MEW
Cor
Manager NEW Y DGR NEw
guration KEW % Integrate with Windows Fire.. NEw
ation — Login Panel  NEW

o itrol Panel HEW ogin HEW IR chia Player

®
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STEP 8: Click the Add Points button and browse for your SCADA project and add a Point to confirm communications
between the Remote Desktop Server and the SCADA Server.

File Edit Font View Help

DW= +eEge %0 x5 21 2|

Point ID Value Units Timestamp Description
WSCADANProficyCompany.StudentPlant.Morth... 198.282832 7/6/15 14:58:50.635602 PM Morth Site Process A Temperature

p, press F1
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STEP 9: In order connect to your SCADA server you will need to properly qualify the Points with CimView. Right-click
the CimView icon on the desktop open the Properties. Edit the Target field to include the /project switch and the path
of your initial Screen, as pictured below. Click OK to accept the changes.

Security Previous Versions

| Compatibility
’ e I CimView

Target type: Application

Target location: exe

Target: |uexe /project SCADA C:\.Sc:‘eens"@vewiew.dm|

Start in- |"C:"-.F‘mg|—.:|m Files (¢36)\Proficy’\Proficy CIMF‘LICI'|

Shortcut key: | Mone |

Rur: | Mormal window d |

Comment: | |

Open File Location | | Changelcon... | | Advanced.. |

AutomaTech Application Note — July 2015
AD DS, RDS, & Thin Clients on Server 2012 R2 Page 67 of 68



Aut_omaTech®

We Make Plant Information Flow

STEP 10: Double-click the CimView icon on the Desktop. You will now see the CIMPLICITY Remote Desktop session for
this user, successfully completing the basics of configuring CIMPLICITY in a Remote Desktop Services environment!

|
File View Help
= ax

Computer Name: PSRV12RDS
User Name: Proficy
SCADA Tag: 217.28

For Help, press F1

= T e ~ Hk

AutomaTech Application Note —July 2015
AD DS, RDS, & Thin Clients on Server 2012 R2 Page 68 of 68



